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Abstract 

This literature review focuses on certain critical aspects of blockchain technology. Trust, 
(de)centralization and law are pivotal to the functioning of markets and society in general; blockchain 
promises to deeply transform both, and their correlated institutions. Technology and behaviors have 
a reciprocal influence. Results show several issues that must not be underestimated in order to develop 
the applications of the blockchain properly, and therefore reach shared benefits and avoid 
unintentional negative impacts at both micro (individual) and macro (societal) level. 
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1. Introduction  
 

The blockchain is currently commanding high media attention, and many people are showing 
enthusiasm for the potential outcomes deriving from the use of this technology and its role in driving 
the decentralization of society and rendering the need for central authorities and intermediaries 
obsolete, which could be replaced b\ Whe ³4 Cs´ of code, connecWiYiW\, croZd, and collaboraWion 
(Fenwick et al., 2018). Yet, its potential to facilitate new forms of governance remains largely 
unexplored (Rozas et al., 2018). Much attention has been dedicated to the positive or disruptive 
changes that would change our society with the full adoption of this technology. Aside from 
technological issues, less attention has been given to the challenges it may pose. Very little research 
has focused on blockchain technology and its ability to address societal needs (Ølnes et al., 2017), 
being predominantly concentrated on technological matters and business-related topics while 
neglecting applications, value creation, and governance to address broader societal, political or 
judicative questions (Risius and Spoher, 2017). Essentially, the research in question has merely taken 
the technological features for granted, looking at the possible implications of the blockchain 
implementation in different industries. For example, Faber and Jonker (2019) explore how the 
blockchain may work in relation to the paradigm of sustainability and circularity, but they overlook 
blockchain claims, failing to question them in their functioning and consequences. Moreover, the 
relation between what is made possible by technology in its practical application could differ from 
what is envisaged or desirable from a societal or legal perspective. The development of technologies 
such as blockchain is indicative of a type of politics, understood as interactions between social 
discourses and social imaginaries (Reijers and Coeckelbergh, 2016). 

The debate is currently hinging on two leading positions: techno-determinism and market-driven 
values versus those who consider central institutions as inherently necessary in fostering democratic 



forms of governance (Rozas et al., 2018). However, institutions are social technologies, and 
technological evolution not only affects production but also social organization (Berg et al., 2018). 
Therefore, as Rozas et al. (2018) point out, can we build perspectives of blockchain-based governance 
that go beyond markets and states? 

Different approaches have been developed to analyze the blockchain according to the scientific or 
industrial sector involved1, and several definitions have been generously given.2 A number of 
literature reviews have been published to photograph the state of the art: Yli-Hummo et al. (2016) 
provided a systematic review of the blockchain as a technology; Conoscenti et al. (2016) scrutinized 
the application of Blockchain for the Internet of Things; Risius and Spohrer (2017) published a 
research framework; Hawlitschek et al. (2018) focused on blockchain and trust in the sharing 
economy; Reyna et al. (2018) investigated how blockchain could potentially improve the IoT. All of 
these studies brought the pros and cons of this technology to the surface in certain potential fields of 
applications, while not placing a specific focus on the potential consequences and changes that will 
be required for the large-scale implementation of this technology to fulfill its potential.  

Reijers et al. (2016, p. 147) claim that the blockchain reflects the idea expressed by Hobbes of a 
totalitarian sovereign in terms of rule-enforcemenW, coXpled ZiWh RoXsseaX¶s concept of decentralized 
goYernance and RaZls¶s theory of equal rights and liberties for all. Is it true? Will the pairing of 
blockchain technology with institutions envisage and be loyal to such principles? 

We are facing a society in transition, which means a fundamental rearrangement of institutions that 
assure societal functions (Faber and Jonker, 2019). Government, governance3, and classical socio-
economic paradigms could be challenged by the possibilities that may arise from the development of 
non-centralized political and socio-economic systems, which in turn could revolutionize interaction 
in society ³We are in a phase of human development where the power to develop codes and select 
algorithms has ± and it will increasingly have ± major implications in contemporary society: this 
power entails assertion of authority, calling into question the egalitarian nature of technology and 
neWZorks´ (AW]ori, 2015, p. 27). AW Whe same Wime, a ³hypothetical global society only run through 
organi]aWional paWWerns based on indiYidXalism [«] ZoXld inherently lack legitimate mechanisms to 
regulate the convergence of the particular into the general, which is the traditional role of centralized 
poliWical insWiWXWions´ (AW]ori, 2015, p. 25). This role has been pla\ed considering Whe objecWiYes WhaW 
a society envisages for itself. The mistrust of these institutions today (De Filippi, 2018), and the birth 
of a technology that allows for the creation of autonomous networks, poses serious challenges in 
striving for a just, inclusive and sustainable society. 

 
1 E.g., through a Schumpeterian lens of ICT productivity or through an institutional lens of efficient governance (Davidson 
et al., 2016), as an institutional technology of coordination (Berg et al., 2019; Davidson et al., 2018), in terms of 
competition (Lianos, 2018) or innovation (Catalini and  Gans, 2017); in light of an entangled political economy approach 
(Allen et al., 2018).  
2 E.g., as a non-discriminative technology (Koletsi, 2019), as a foundational technology (Werbach, 2018), as an innovative 
technology in search of use cases (Glaser, 2017), as a new and foundational mode of configuring reality (Swan and De 
Filippi, 2017), as a coordinating institution for creating new economies (Berg and  Berg, 2017), as a new institutional 
technology of governance (Davidson et al. 2016b), as a new type of economy (Davidson et al., 2016), a catallaxy 
(Davidson et al., 2016b), as a narrative technology (Reijers and Coeckelbergh, 2016), as a new general purpose 
technology (Evans, 2014). 
3Governance can be intended as the manner in which power is exercised, e.g. in the management of a country's economic 
and social resources for development (World Bank, 1992).  



Our research aims to highlight the importance of questioning how this technology will impact social 
aspects, freedom, and people¶s inWeracWion in general. Blockchains are a technology for the 
distribution, maintenance, and verification of social facts (Berg et al., 2019), creating the chance to 
reshape ³the ways and means through which individuals, enterprises and bureaucracies interact in the 
pursuit of gains achieved economically, socially or politically´ (Novak, 2018, p. 6). We decided to 
prioritize the concepts which should receive attention for evaluating the impact on the development 
and functioning of societies by the application of the blockchain on a large scale. In a literature 
review, we therefore aim to bring those aspects into the discussion which, to date, have been identified 
as the most uncertain or problematic: i) trust, ii) (de)centralization, and iii) law. We will focus on the 
identified primary aspects, considering them as founding elements of societal functioning. Other 
critical aspects, such as those based on technology, were not taken into consideration, as they were 
not functional in the scope of this research. The chapters that follow present the issues addressed 
singularly to reach conclusions. The final remarks are dedicated to possible future patterns of 
research.  

 

2. A primary on the blockchain 
 

The advent of the blockchain has been compared to the invention of double-entry bookkeeping in 
fourteenth century Italy (Abadi and  Brunnermeier, 2018) or of the Internet (Akgiray, 2019), showing 
the potential for groundbreaking transformations within many industries (Beck and Muller-Bloch, 
2017). The financial sector is seen as a primary user of the blockchain concept (Akgiray, 2019; Nofer 
eW al., 2017) since, in 2008, SaWoshi NakamoWo¶s paper, ³BiWcoin: A Peer-to-Peer Electronic Cash 
S\sWem,´ underlined the basis of modern blockchain-based cryptocurrency innovation. According to 
Yermack (2018, p. 8), although a first analogical example of this technology was given by Haber and 
SWorneWWa¶s Zork (1991), which proposed a distributed ledger published in public media outlets (e.g., 
newspaper) for time-stamping the creation of intellectual property, NakamoWo¶s aWWempW Zas Whe firsW 
to provide a trusted non-territorial digital currency that was not dependent on centralized financial 
institutions such as banks; ³a peer-to-peer electronic cash system based on cryptographic proof 
instead of trust, allowing any two willing parties to transact directly with each other without the need 
for a WrXsWed Whird parW\´ (Catalini and Gans, 2017, p. 1). 

The first stage was the creation of a cryptocurrency (i.e., bitcoin) to which other altcoins4 followed. 
Developments were so vast that, as highlighted by Davidson et al. (2016b, p. 5), Babbitt and Dietz 
(2015) defined cryptoeconomy ³as an econom\ XnconsWrained b\ geograph\ and poliWical and legal 
institutions in which blockchains rather than trusted third parties constrain behavior and all 
transactions are recorded on a decentralized public ledger.´ However, the potential application of 
blockchains are much broader than currencies (Allen et al., 2017), and go well beyond financial 
services (Tapscott and Tapscott, 2016). ³Blockchain Zas Whe Xnder-the-hood invention that enabled 
the digital currency and payments system to work without the need for a trusted central authority by 

 
4 "Altcoin" is a combination of two words: "alt" and "coin"; alt signifying 'alternative' and coin signifying (in essence) 
'cryptocurrency.' Altcoins are the alternative cryptocurrencies to the digital currency Bitcoin. See: 
https://www.investopedia.com/terms/a/altcoin.asp 



using a distributed, cryptographically secure, and crypto-economically incentivized consensus 
engine´ (DaYidson eW al., 2016 p. 2).  

A decade later, the blockchain technology has moved beyond cryptocurrencies, but little remains 
known about its promised disruptive potential (Beck and Muller-Bloch, 2017). The fundamental 
characteristics of this technology enables the implementation of a wide range of processes for asset 
registry, inventory, and information exchange, both hard assets such as physical property, and 
intangible assets such as votes, patents, ideas, reputation, intention, health data, information, etc. 
(Swan, 2015 quoted in Ølnes et al., 2017, p. 357). The blockchain opens the door to the liquification 
of the physical world, to the economy of real-time micro-transactions and smart data sharing 
(Waelbroeck, 2018, p. 1). Its applications are foreseen in almost every human field; it is recognized 
as an alternative to ownership ledgers based on traditional double-entry bookkeeping (Yermack, 
2017). As mentioned by Werbach (2018), according to Max Weber, double-entry bookkeeping was 
the foundation of modern capitalism. Markey-Towler (2018, p. 3) also remarks on the concept, since 
³Whe basis for oXr markeW economies is Whe laZ of conWracW and property, and these rely on the keeping 
of verifiable records, our entire economic system relies on the keeping of verified public records.´ 
The purpose of a ledger is to record and verify facts in their economic, political, or social 
manifestations (Davidson et al., 2018). In contemporary society, trusted intermediaries generally 
occupy this function. While ³the goal of the Blockchain technology is to create a decentralized 
environment where no third party is in control of the WransacWions and daWa. [«] The informaWion 
about every transaction ever completed in Blockchain is shared and available to all nodes.´ (Yli-
Hummo et al., 2016, p. 2).  

In short, it is a public record kept without the requirement of a public authority (Markey-Towler, 
2018), a shared database that allows its users to make transactions of valuable assets in public and 
pseudonymous setups without having to rely on an intermediary or central authority (Glaser, 2017; 
Risius and Spohrer, 2017; Hawlitschek et al., 2018). It is an instrument for recording and transmitting 
digital goods over the Internet, with the assurance that these goods cannot be copied or multiplied 
(Swan and De Filippi, 2017, p. 2). The blockchain makes use of three primary features to ensure these 
results: distributed ledgers, consensus, and smart contracts (Werbach, 2018, p. 10). These are all 
independent technologies that can be used independently in stand-alone applications, or jointly within 
any combination with the other technologies (Akgiray, 2019). 

Therefore, in spite of the common characteristics there is no unique implementation of ³Whe 
blockchain´, since it may come in many different forms and with different properties (Ølnes et al., 
2017, p. 360). ³Blockchain Wechnolog\ can be deplo\ed in YarioXs Za\s Wo creaWe plaWforms ZiWh 
different features, including with regard to: (i) who can propose new transactions to be added to the 
ledger; (ii) who stores a copy of the ledger; (iii) who can add new blocks to the ledger; (iv) who can 
YieZ Whe ledger; (Y) ZheWher Xsers are idenWifiable; and, (Yi) Zho conWrols Whe plaWform¶s Xnderl\ing 
sofWZare´ (Bacon eW al., 2017, p. 49). 

By the different combination that the above-mentioned elements can achieve, Beck and Muller-Bloch 
(2017) categorized the blockchain in WZo differenW Za\s; ³pXblic and priYaWe, also called 
Xnpermissioned and permissioned.´ HoZeYer, Where is a third possibility to be considered, the so-
called ³consorWiXm model,´ Zhich is ³parWiall\ decenWrali]ed´ (Re\na eW al., 2018). The Whree W\pes 
have varying configurations of permission, by which the economic properties of rivalry and 
excludability differ (Waelbroeck, 2018, p. 7). 



³From an economic perspecWiYe, a priYaWe permissioned system merely resembles an intra- or 
inter-group technology upgrade5 [«] A h\brid (consortium) blockchain can be considered a club 
good. Users are excludable from the system, but the admitted users have no further restrictions with 
respect to the usage of the systems services. A public blockchain, on the contrary, resembles a public 
good. That is, users are non-excludable from its services, and there is no rivalry among users. If a 
rivalry should exist for some reason, iW coXld be considered a common good´ (Glaser, 2017, p. 1548).  

Public blockchains are distributed systems without a single owner that can freely govern the network 
(Risius and Spoher, 2017); anyone can operate a mining node and maintain a copy of the shared 
ledger. Permissioned ledgers are a different story, in which elements of control dictate the rules of 
the game and decide which grade restricts the rights of members. Moreover, ³private blockchains and 
public blockchains differ in three other dimensions: the effectiveness of the validation process6, the 
governance7 of the blockchain and the issue of legal responsibility8´ (Waelbroeck, 2018, p. 11).  

In summary, this technology has attracted high expectations. The variety of approaches and 
definitions corresponds with the innumberable expectations that have been raised by the blockchain 
(Avital et al., 2016). However, there remains a paucity of knowledge regarding where and how 
blockchain technology is effectively applicable and where it can provide notable societal effects 
(Risius and Spoher, 2017, p. 1).  

 

3. Literature Review: Methodology  
 

The present literature follows Vom Brocke et al. (2009) and Webster and Watson (2002), as shown 
in fig.1 below. We focused on scholarly literature featuring the lens of the civil economy.9 Except for 
one literature review, written by Yli-Hummo et al. (2016), articles focusing on technological and 
cryptocurrency issues were discarded. We queried scientific databases, such as JSTOR, Scopus, 
SSRN, Science Direct, Ideas, and G-Scholar, using the following keywords: blockchain, blockchain 
+ trust, blockchain + law, blockchain + rights, blockchain + governance; identifying 475 articles. The 
work was carried out in four steps. The first layer (1) of analysis referred to titles, abstracts and 
keywords, to proceed to the exclusion of those articles not directly focused on the issues investigated 
or mentioning them in a superficial context (2). A snowball analysis (3) was then performed to extend 
the coverage of the research. This additional step was conducted in order to process 48 additional 
articles. Lastly, we selected 105 articles, and a classification (4) was performed that divided the 
materials into the specific topic concerned. 

 
5 In this case, the blockchain can be considered a private good. 
6 The author refers to different types of consensus, whereby an increase in the speed of block validation can come at the 
cost of security, for example. 
7 Governance includes questions such as who dictates the rules, maintains the system, how the rules are executed, and 
how a Blockchain system would be closed out. The established governance structure should also be responsible for 
ensuring adherence to the guiding principles and design philosophy of the project (Lapointe and Fishbane, 2019).  
8 It could be much easier to establish responsibilities in the case of a private (and national) blockchain, while the question 
is under debate in international public blockchain (Waelbroeck, 2018, p. 11). 
9 The civil economy shifts the primacy from rights and contracts to the social bonds and civic ties upon which democracies 
and market economies depend, portraying market relationships as relations of mutual assistance, hence neither impersonal 
nor anonymous.  



 

 
4. Discussion about the findings of the literature review 

 
The literature review was conducted to identify several issues that should be studied in greater depth 
in order to provide a more accurate assessment of the impact of blockchain implementation and 
application on a societal level, in the light of the intrinsic characteristics of this technology; e.g., 
anonymous, trustless, immutable, transparent. These features present a wealth of technical challenges 
and limitations that must be addressed (Yli-Hummo et al., 2016). If not ,the blockchain may not fulfill 
the enormous expectations placed on it (Avital et al., 2016); ³IWs implicaWions are significanW becaXse 
the applications that the technology affords can reconfigure economic, legal, institutional, monetary 
and ultimately broader socio-poliWical relaWionships´ (Reijers et al., 2016, p. 147). It is vital that 
researchers investigate the associated costs of blockchain systems for individuals and society (Risius 
and Spoher, 2017), since new technology applications ³amplif\´ each oWher, increasing Wheir social 
impact and effects (Fenwick and  Vermeulen, 2018), often resulting in a change in human behavior 
that in turn influences technology applications (DeSanctis and  Poole, 1994, quoted in Ølnes et al., 
2017, p. 362). As stressed by Koletsi (2019) in recalling Heidegger, any technology cannot be 
ideologically, socially or culturally neutral, since its essence is not merely technological but a deep 
reflection of human thought and action to control and understand the surrounding physical 
environment. De Filippi and Hassan (2016) strengthen this concept; technology is not neutral, but 
inherently political since its design will ultimately dictate the type of actions that might be enabled 
or prevented by its proliferation. 

Furthermore, as Hacker et al. (2019) affirm, ³technological development and innovations profoundly 
rely on the social forces that promote their use, being accompanied by a narrative of a broader change 
of the social, economic and legal processes that govern value generation.´ Reijers and Coeckelbergh 
(2016) and Koletsi (2019) confirm these dynamics within the blockchain narrative. It is to be noted 
that these social forces may represent different social groups which each have varying interpretations 
of technology, changing its design accordingly and thereby influencing (if not dictating) human 
behaviors.  



The blockchain seems to promise the liberation of individuals and value creation, but, as highlighted 
by Wright and De Filippi (2015), increased automation could result in decreased freedom and 
autonomy, giving birth to a highly prescriptive and deterministic type of algorithmic governance, 
leaving the mere illusion of freedom to ordinary people. Besides, blockchains still have significant 
technical, operational and scaling shortcomings (Fenwick et al., 2018). ³Faith in technology should 
Wake inWo consideraWion blockchain¶s operaWional risks in large-scale applicaWion: ³(i) sofWZare has 
bugs, (ii) software is vulnerable to attack, (iii) software is ever-changing through new releases, and 
(iv) few people understand how software works´ (Walch, 2015, quoted in Kakavand and De Sevres, 
2016, p. 25). There is much to be considered, especially for a technology defined as disruptive and 
applicable to everything.  

 

a) Is the blockchain a trust-free environment? 
 

In every human transaction, there must be an element of trust. Trust is arguably the primary input in 
economic cooperation, and in economic theory is usually understood as being exogenously provided 
(Berg et al., 2018). ³TrXsW is a ps\chological sWaWe comprising Whe inWenWion Wo accepW YXlnerabiliW\, 
based upon positive expectations of the intentions or behaYior of anoWher [«] TrXsW is neither a 
behavior (e.g., cooperation) nor a choice (e.g., taking a risk), but an underlying psychological 
condiWion WhaW can caXse or resXlW from sXch acWions´ (RoXsseaX eW al.,1998). Trusting relations, which 
consist of the qualities of vulnerability, risk, expectation, or uncertainty (Davidson et al., 2018), are 
the foundational resource of any economy and institutions that can engender trust facilitating 
extensive economic cooperation and therefore value creation (Berg et al., 2018). Trust is a 
fundamental precondition underpinning exchange and economic coordination, but it is costly to 
maintain10 (Davidson et al., 2018). Moreover, it is not transitive11 (Werbach, 2018).   

³An essential quality a ledger must possess is trust in the ledger itself. A high trust ledger creates a 
low transaction cost economy, Zhich is a precondiWion for economic efficienc\ and prosperiW\´ 
(Nooteboom, 2002, quoted in Davidson et al., 2016, p. 5). ³The blockchain Wechnolog\ Zill 
fXndamenWall\ Wransform Whe Za\ WrXsW is bXilW´ (HaZliWschek eW al., 2018, p. 51). Distributed ledger 
technology allows participants to trust the outcome of a system without trusting the individual 
participants (Werbach, 2018, p. 6), reducing the cost of opportunism, and galvanizing trust with 
respect to data integrity (Davidson et al., 2018). 

The blockchain reaches the endogenization of trust thanks to the combination of three underlying 
technologies: cryptography, smart contracts, peer-to-peer networks, and distributed ledger design 
(Akgiray, 2019). The ledger is based on cryptographic techniques [namely the hash function and the 
digital signature (Ishmaev, 2017, p. 674)], combined with game theory12 (Catalini and Gans, 2017), 

 
10 In the same research, the authors estimated that about 35 per cent of employment in the United States relates to activity 
aimed at upholding trustful economic relationships (Davidson et al., 2018). 
11 For example, I may trust my bank, but that does not mean I trust yours! (Werbach, 2018, p. 21).   
12 Game theory can be used to analyze the strategies of the consensus nodes as well as the interactions between them. 
Through an analysis base on game theory, the nodes can learn and predict the mining behaviors of others, and then develop 
optimal reaction strategies based on an equilibrium analysis. Moreover, game theory can be utilized to develop incentive 
mechanisms that discourage the nodes from executing misbehaviors or launching attacks. As such, game theory is natural 
in the decision making of all the consensus nodes in the blockchain networks. See: https://arxiv.org/pdf/1902.10865.pdf 



capable of solving the so-called double-spending problem and the Byzantine Generals problem13. 
While the double-spending is a potential problem unique to digital currencies and assets since digital 
information can be reproduced relatively easily, the latter is endemic to distributed systems (Berg et 
al., 2019) and questions how distributed computer systems could reach a consensus without relying 
on a central authority, in such a way that the network of computers could resist an attack from ill-
intentioned actors (Wright and De Filippi, 2015, p. 5). Although theoretical solutions were 
highlighted in a 1982 paper b\ Leslie LamporW, NakamoWo¶s implemenWaWion of Blockchain 
technology was the first to provide a de facto Byzantine-Fault-Tolerant consensus14 (Huckle and 
White, 2016, p. 5). 

The combination of security and transparency is what makes the blockchain a so-called trust-free 
technology (Beck et al., 2016), a trustless system, a trust machine, which can constitute the foundation 
for genuinely trust-free economics (Glaser, 2017, p. 1543). ³InWrodXced b\ Greiner and Wang (2015), 
the notion of trust-free systems proposes the utilization of the capability of blockchain technology to 
automatically create an immutable, consensually agreed, and publicly available record of past 
transactions that is governed by the whole system to mitigate trust issues in peer-to-peer s\sWems´ 
(Hawlitschek et al., 2018, p. 58). Within the blockchain, the creation of the immutable, consensually 
agreed, and publicly available record of past transactions takes place through the so-called Consensus; 
it means that participants in a network have confidence that their ledgers are both accurate and 
consistent (Werbach, 2018, p. 12). The distributed consensus protocol (which can have several forms 
such as majority voting, priority voting or having a minimal number of votes) ensures the data 
integrity of the transactions (Ølnes et al., 2017). Of course, the way a consensus can be reached may 
vary depending on the rules and the type of blockchain being implemented (i.e., public, private, or 
hybrid). As will be shown, for example, public blockchains can be almost impossible to alter (if the 
will of the majority of its participants is lacking), while private blockchains are not. The nature of the 
network has consequences on the rights of its participants (as shown by Bacon et al., 2017), and 
consequently on their trust with respect to data integrity or the ledger itself as well. This aspect must 
not be underestimated, since ³in the context of the digital revolution, who, what, when, and how 
people ³WrXsW´ is changing´ (FenZick and Vermeulen, 2018). Therefore, researchers must fully 
understand what this means. ³If the blockchain endogenizes the manufacture of trust, lowering the 

 
13 The problem of the Byzantine Generals describes a class of engineering failures in which a system needs to reach a 
consensus but fails Wo do so becaXse of inconsisWencies in commXnicaWion (a B\]anWine faXlW). ³The descripWion of Whe 
problem in Lamport, Shostak, and Pease (1982) is as follows: the Byzantine army surrounds an enemy castle. The army 
is divided into divisions, each of which is led by a general. The generals need to come to a consensus over a plan to attack 
the castle. However, not all of the generals are loyal ± a certain number of the generals are traitors, who either wish to 
prevent consensus or for the generals to come to a consensus on a bad plan. The messengers that pass information between 
the generals could be killed ± and information therefore does not get through or is late. This is described as asynchronous 
messaging. In the simplest set up of the problem, consider an army with three generals and a binary decision about whether 
to attack or retreat. Each general sends a message to the other two generals concerning their proposed action and wait for 
messages from the other. If the traitorous general shares contradictory messages (that is, recommending to one that they 
attack, and the other that they retreat) then coordination will fail, risking subsequent defeat in battle. In order to tackle the 
facW WhaW a µbad plan¶ is hard Wo formali]e, Whe\ designaWed one general as a commanding general Zho was tasked with 
formulating the plan and distributing orders to the others. Any general, commander or lieutenant, can be a traitor. Thus, 
the problem of the Byzantine Generals is that 1) all loyal generals need to obey the same order, and 2) if the commanding 
general is loyal, then all loyal generals obey the order of the commanding general. Metaphorically speaking, traitorous 
generals are unreliable components that report inconsistently to other distributed components, impeding consensus. 
Lamport, Shostak, and Pease (1982) sought to discover the proportion of loyal/traitorous generals that a distributed system 
could handle. Their finding was that, contrary to prior belief, under the simplest set up, three generals were not tolerant 
of one of Wheir members being WraiWoroXs´ (Berg eW al., 2019, p. 3). 
14 However, as it will be shown further, this robustness can be overcome by the so-called ³51% AWWack´. 



cosW of WrXsW´ (DaYidson eW al., 2018) and constituting a new type of trust (Wright and De Filippi, 
2015), what kind of trust will it be? HoZ Zill iW inflXence Xsers¶ behaYior? Therefore, the central 
question is not how to regulate blockchains (Werbach, 2018, p. 1) but how blockchains will regulate 
human behaviors and trust. Technologies can operate as a kind of law, regulating the behavior of their 
users (Werbach and Cornell, 2017, p. 1). The set-up of the blockchain allows actors to trust the 
technology, which originates from the need to trust involved actors (Finck, 2017). Is the need to trust 
other people in a blockchain network eliminated using the technology or is trust just displaced onto 
other parties? (Walch, 2017b, p. 4). 

Clear evidence exists that inter-organizational and interpersonal trust differ because the focal point 
also differs (Rousseau et al.,1998). In an analysis of the sharing economy, Hawlitschek et al. (2018) 
categorized trust in i) peers, ii) platform, and iii) product, applying the same distinction to 
blockchains, as recalled by Keymolen (2013, p. 135); ³In anal\]ing WrXsW online, one has Wo Wake inWo 
account the specific workings of the online technology, its mediation (Verbeek 2011b), to see if and 
hoZ measXres haYe Wo be Waken Wo ensXre WrXsWZorWh\ online inWeracWion´. For example, the varying 
nature of the blockchain has consequences on the trust needed among its participants, e.g., private 
blockchains can make use of more lightweight consensus mechanisms than public blockchains by 
relying on a certain level of trust in participants (Buterin, 2015, cited in Risius and Spoher, 2017, p. 
8).  

According to certain scholars, a new form of algorithmic trust is created with the blockchain that 
distinguishes it from the more traditional typology of trust that initially existed only between human 
agents (Swan and De Filippi, 2017), represenWing ³a shifW from WrXsWing people Wo WrXsWing maWh´ 
(Antonopoulos, 2014 quoted in Atzori, 2015, p. 2). At the bare minimum, trust must be placed in the 
underlying cryptography (Hileman and Rauchs, 2017, p. 17) that allows all participants to scrutinize 
each operation (Wright and De Filippi, 2015). This Wransparenc\ and Whe confidence placed in ³Whe 
secXriW\ and aXdiWabiliW\ of Whe Xnderl\ing code´ (WrighW and Filippi, 2015) is what appears to be 
enough with which to claim the superfluity of trust and correlated institutions.  

As seen above, trust concerns the expectations and vulnerability of the parties involved (Rousseau et 
al., 1998), and can be expensive to manufacture conventionally (Davidson et al., 2018). Conversely, 
a technological system plays active roles in shaping the way we understand our activities, 
experiences, and relations with other people (Reijers and Coeckelbergh, 2016). As stated, in 
distributed ledgers trust is enforced by the rules governing the network; hence, the blockchain seems 
to operate a shift that replaces trust among participants with the properties of technology. In this 
process, it seems that there is no space for the willingness of the actors to accept vulnerability. Does 
this constitute trustless trust (Werbach, 2018, p.58)?  

The blockchain promises do not lower expectations, generate value, and reduce or remove 
vulnerability ± rendering relations a simple matter of choice and technology15 (Reijers and 
Coeckelbergh, 2016) ± through immutability and consensus. Will this be enough? 

 

 
15 The authors affirm that within a blockchain environment, social relations may become increasingly rigid due to the 
consWrainW and Whe modXs operandi of Whe Wechnolog\ iWself. In line ZiWh Whe characWerisWics of Whe blockchain, ³oXr social 
relations are transformed in such a way that they become rigid, irreversible and non-negoWiable.´ See: Reijers and 
Coeckelbergh, 2016, p. 121 



Immutability and Forks  

Blockchains are permanently distributed spreadsheets or ledgers in which information can only be 
added and never deleted (Gabison, 2016, p. 328). Information on a blockchain is seen as ³immXWable´ 
or ³indelible´ (Yermack, 2018, p. 14), which serves as one of the primary selling features of 
blockchain technology (Walch, 2017, p. 736). Data accuracy and immutability are the two features 
that have shaped the blockchain as an alternative trust-reinforcing mechanism in our societies and 
economies (Akgiray, 2019). 

There is an active debate on how immutability in blockchain systems is created (Walch, 2017). 
However, as with ³trustlessness´, absolute immutability does not exist, due to the fact that blocks 
comprising transactions can be reversed, in theory, if enough nodes decide to collude (Hileman and 
Rauchs, 2017, p. 17). This parWicXlar feaWXre is sWricWl\ inWerWZined ZiWh Whe ³naWXre´ of Whe 
implemented blockchain, i.e., public, private, or hybrid. For example, while public blockchains can 
be considered immutable in the sense that it is costly to rewrite history on a blockchain and there is 
no single point of failure16 - SPOF (Abadi and Brunnermeier, 2018), private blockchains could 
simplify reversing transactions (Hileman and Rauchs, 2017). 

Immutability may also refer to the resilience of the distributed system, which, in missing the single 
point of failure, may not be easily attacked or shut down, thus becoming invulnerable. However, 
³Blockchain-based s\sWems are noW inYXlnerable. [«] NakamoWo¶s solXWion Wo Whe B\]anWine Generals 
problem is remarkably robust, but a ³51% attack´ can overcome it´ (Werbach, 2018, p. 25); this could 
occur if a party or colluding group controls at least 51% of the computing power of the network, 
having the authority to determine what is recorded and what is not, and even potentially to revise the 
existing records17 (Walch, 2017, p. 739). Moreover, the chance exists that a blockchain can be partly 
rewritten if the majority of a community supports a (hard) fork (Yermack, 2018, p. 14). 

Real-world events have demonstrated that the unchangeable nature of a blockchain record is always 
limited by the decisions taken by its human governors to change it (Walch, 2017, p. 713). Blockchain 
coordination changes and adapts not only to the technological limitations of the available protocols 
but to the mutual expectations and influence of interacting stakeholders (Berg at al., 2018) by reaching 
a consensus. If a consensus fails to form, as for the adoption of new rules, either temporarily or 
persisWenWl\, Ze describe Whe eYenW as a ³fork´ (AWik and Gerro, 2018, p. 7). Generally speaking, 
forking is an event that occurs in an open-source project when the code base is copied and changed, 
creating a new project (Berg et al., 2018, p. 4), but on a blockchain, a fork is created whenever the 
rules governing that blockchain are changed. We speak of a soft fork when some users on a single 
blockchain may continue to use the old rules without using the features in the new software; a hard 
fork occurs when part (or all) of the community decides to change the rules governing the blockchain 
(Abadi and Brunnermeier, 2018). It concerns the split of a unique system in two, where each one will 
have its own independent rules and functioning. The transactions that occurred before the hard fork 
will be found on both blockchains (Shakow, 2018, p. 2).  

Practically, forks are blockchain-specific events that eYoke elemenWs of boWh ³e[iW´ and ³Yoice´ in Whe 
sense of the Exit-or-Voice reaction paradigm first set out by Alfred O. Hirschman (Atik and Gerro, 

 
16 A single point of failure (SPOF) is a part of a system that will prevent the entire system from working, should it fail. 
17 The chances of suffering a 51% attack decrease or increase depending on the size of the network (e.g., major public 
networks are considered large enough to resist a 51% attack since it would prove too costly to represent (or convince) 
51% of the network and also very expensive to recalculate all the blocks). 



2018, p. 2). Forking can be considered a form of group secession (exit) that takes an existing set of 
institXWions and creaWes a neZ µsocieW\¶ ZiWh a shared hisWor\ bXW diYergenW fXWXres (Berg and Berg, 
2017), eliminating the inefficiencies arising from switching costs in centralized record-keeping 
systems (Abadi and Brunnermeier, 2018).  If certain participants do not like the output of a 
governance process, they can choose a hard fork, starting their own independent chain (Barrera and 
Hunder, 2018). Practical examples are provided by the bitcoin forks18 that have occurred in previous 
years or the 2016 DAO case19.  

AlWhoXgh Whe blockchain coXld be considered ³censorship-resistant´ (Werbach, 2018, p. 22), since 
information can be published and distributed across hundreds of thousands of computers, rendering 
it virtually impossible for any single entity to censor (Wright and De Filippi, 2015, p. 13), as shown, 
it is not immutable. Especially in the case of public blockchains, it is subject to the will of its 
participants and their appreciation of the outcomes. Thus, the possibilities offered by this technology 
make it ³more feasible for indiYidXals Wo exit political-socio-economic systems at the level of the 
system itself, and elect to accede freely to institutional systems which formulate, promulgate, keep 
and Yerif\ insWiWXWions and pXblic records ZiWhoXW a cenWrali]ed aXWhoriW\´ (Marke\-Towler, 2018, p. 
1). This process could result in controversial situations in which converging and conflicting private 
interests into the common interest will not always be possible without the leadership of a central and 
recognized authority.  

Therefore, we suggest that the current state of the art of blockchain implementations, apart from the 
noise claims, has not yet proved that this technology will be able to completely replace the role of 
institutions when it comes to trust. As seen, trust comprises vulnerability, risk, and expectation; in 
the blockchain environment, there appears to be no space for vulnerability. Conditions are set ex-
ante, and moreover, as in the case of forks, these can be changed by the majority of the community. 
This process does not ensure that the rights of all participants will be weighted in the same manner 
and these rights will be respected. In this process, there is no space for compromise, in which people 
are given the simple option of leaving the network (fork). The same logic is applicable both at micro 
and macro level. Will it be possible to fork from community and society?    

 

b) Will the blockchain enable decentralized governance? 
 

To interact in society, we must be guaranteed certain reciprocity and security concerning exchange 
and property (Markey-Towler, 2018, p. 6). Traditionally this has been made possible by the 
centralized state. Decentralized architectures are currently gaining popXlariW\ Wo proWecW one¶s priYac\ 
against the pervasive surveillance of states and corporations (De Filippi, 2016). There is a progressive 
disengagement of citizens in local politics, and growing distrust in existing institutions (De Filippi, 
2018); it is a question of public trust (Maupin, 2017) to which the blockchain responded as a social 
and economic movement that aims to provide transparency, self-regulation, and efficiency (Koletsi, 
2019). Blockchain technology may disrupt any centralized system that coordinates information by 
providing a more efficient decentralized alternative compared to the conventional combination of 

 
18 The first hard fork splitting bitcoin occurred on the 1st August 2017, resulting in the creation of Bitcoin Cash. Many 
other examples can be found at: https://bitcoinexchangeguide.com/bitcoin-blockchain-forks-history/  
19 References to this case can be found in Walch (2017), Sulkowski (2018); Ishmaev (2018), among many others. 



firms, markets, and states (Davidson et al., 2016), giving an opportunity for individuals to coordinate 
common activities, interact directly with one another, and govern themselves in a more secure and 
decentralized manner (De Filippi, 2018b). 

The possible decentralization operated by blockchain-based systems has the advantages of missing a 
single point of failure (Atzori, 2015) with the provision of a complete, transparent, and intrinsically 
valid historical transaction log (Hawlitschek et al., 2018, p. 52). It is claimed that the blockchain 
provides a technical solution (i.e., a cryptographic consensus) to the problem of cooperation in joint 
or group production at scale20, while still maintaining the benefits of commons-type (i.e., polycentric) 
institutional governance (Davidson et al., 2016b, p. 13). It may bring trust and coordination to shared 
resource pools and facilitate new models of non-hierarchical governance in which intelligence is 
expanded to the edges of the network instead of being concentrated in the center (Wright and De 
Filippi, 2015, p. 38). On these bases, it can be considered a hyper-political tool, capable of managing 
social interactions on a large scale and rendering traditional central authorities obsolete (Atzori, 2015, 
p. 1). It may foster the development of new governance systems with more democratic or participatory 
decision-making and decentralized (autonomous) organizations that can operate over a network of 
computers without any human intervention (Wright and De Filippi, 2015).  

Blockchain technologies open a discussion on the necessity or possibility of a new type of social 
contract (Koletsi, 2019). A first and intriguing analysis of the philosophical background that may lay 
behind the blockchain is provided by Reijers et al. (2016), who examine how blockchain technologies 
can produce models of governance and how these models of governance are justified. The authors 
start from the consideration that the social contract for blockchain technologies can be understood as 
the underlying model for the governance of blockchain-based interactions. Reijers et al. conclude that 
blockchain governance justification relies on a Hobbesian conception of human nature; while 
blockchain goYernance reflecWs RoXsseaX¶s idea of soYereignW\21 that is implemented in a 
decentralized manner.  

Atzori (2015, p.21) states that the reason for the original creation of the central coordination of public 
institutions was to protect the common good and collective rights in the long term from transitory 
individual interests and any reckless logic of profit. Thus, if the centralized institutions are working 
for the general interest, it is natural to ask ourselves; ³Is decenWrali]aWion a good idea? Is it 
economicall\ feasible? WhaW are Whe social conseqXences of decenWrali]aWion?´ (Narayanan et al. 
2016, quoted in Oh and Wallsten, 2018). 

Even if some skeptics argue that no one knows the meaning of 'decentralization' (Walsh, 2019), 
according to Kaal (2019) the four general types of decentralization refer to; 1. Technology; 2. 
Organization; 3. Market; 4. Society. These types of decentralization are subject to iterative 
decentralization processes and affect each other by way of feedback effects. This pattern may 
alternatively be described as follows; (1) the blockchain is considered a viable substitute for central 
ledgers; (2) in the long-run the historical effect of blockchain technology is to disrupt the economic 

 
20 The authors refer to the to the eight core design principles for the efficacy of groups identified by Wilson, Ostrom and 
Cox in 2013. See: Wilson, D. S., Ostrom, E., and Cox, M. E. (2013). Generalizing the core design principles for the 
efficacy of groups. Journal of Economic Behavior and Organization, 90, S21±S32. doi: 10.1016/j.jebo.2012.12.010 
21 According Wo Reijers eW al. (2016), RoXsseaX¶s ideal of a general assembl\ WhaW encompasses all Whe members of a 
community could be technically realized in blockchain governance. For Rousseau, sovereignty can never be alienated 
from the individuals forming society and, as such, sovereignty is always vested in the will of the people ± in a 
decentralized manner, not residing in a centralized assembly or monarch (as it is for Hobbes).  



value of hierarchy (Berg et al., 2018), perhaps with a system of distributed, bottom-up cooperation 
(De Filippi, 2018); (3) decentralized technology inaugurates new forms of economic exchanges ± 
historical evidence has demonstrated that every time decentralization emerges in a given industry, 
profit margins disappear (Kaal, 2019); (3bis) the comparative efficacy of blockchains in coordinating 
information between decentralized agents [which, following Hayek, (1945) is perhaps the most 
fundamental economic problem of creating an orderly economic system (Allen, 2019, p. 7)] results 
in new configurations of the market; (4) distributed ledger technology affects industrial capitalism, 
which is based on centralized ledger technology (Berg et al., 2018), transforming it and thus current 
societal institutions. Thus, is the blockchain environment capable of leading to the experimentation 
of new forms of governance and relations (Berg et al., 2018)? 

As seen in Whe case of Whe fork, ³ZhaW is reYolXWionar\ aboXW Whis Wechnolog\ is WhaW iW makes eYen \eW 
more viable what Albert Hirschman (1970) called Whe ³e[iW´ response Wo Whe decline in organizations´ 
(Markey-ToZler, 2018, p. 3). ³Blockchain Wechnolog\ is b\ design a mXlWi-user system. It is designed 
for continuous, non-centrally governed interaction among (large) heterogeneous groups of 
participants. Furthermore, it supports the independent development and deployment of autonomous, 
collaborative, and highl\ inWeroperable serYices b\ eYer\ Xser of Whe s\sWem´ (Glaser, 2017, p. 1550). 
Blockchain technology is expected to facilitate direct interaction between citizens, providing 
administration without a governmental administrator and tailoring services provided by governments 
(Keyser, 2017 quoted in Ølnes et al., 2017, p. 362). It is even believed by some that it represents the 
coming of a stateless global society (Atzori, 2015) or a decentralized autonomous society (DAS) with 
no space for cenWrali]ed forms of poZer and conWrol (Garrod, 2016). DAS sXpporWers sWarW ³from Whe 
assumption that there is no trust and no community, only individual economic agents acting in self-
inWeresW´ (O'DZ\er, 2015 ciWed in Garrod, 2016, p. 67). There is no space for the notion of a social 
contract (Reijers et al., 2016). The idea to use secure encryption to protect citizens¶ freedom and 
privacy and do away with governments and the surveillance of big corporations can be traced back 
to the cyberpunk and crypto-anarchist culture of the late 1970s (Atzori, 2015). The blockchain 
rekindled the cyber-libertarian flame (Werbach, 2018); anarcho-capitalists conjoin decentralization, 
individualization, and privatization (Flood and Robb, 2017). Conversely, we find some authors, such 
as Markey-Towler (2018), for whom the blockchain is revolutionary because it could make the 
anarchist utopia a reality, or Huckle and White (2016), who investigate if the technology is directly 
applicable to socialism since a public blockchain advocates community ownership. 

Nevertheless, does community ownership mean social (or socialist) ownership? Can socialism be 
considered a synonym of community government and governance? According to Kaal (2019), relying 
on notions of open-source volunteer contributions and greater good perspectives for society, 
decentralization transcends the traditional economic notions of capitalism and socialism, combining 
both for the simultaneous generation of profits and redistribution of resources. So, the blockchain 
could help implement new forms of decentralized models of commons-based management, since it 
³enables collecWiYe organi]aWions and social institutions to become more fluid and promote greater 
participation, potentially transforming how corporate governance and democratic institutions 
operate´ (Wright and De Filippi, 2015, p. 3).  

As will be shown, the widespread adoption of smart-contracts could also make iW easier ³Wo creaWe 
custom legal systems, where people are free to choose and to implement their own rules within their 
own techno-legal frameZorks´ (WrighW and De Filippi, 2015, p. 40). The development of non-



centralized political and socio-economic systems could derive from ³pol\cenWric s\sWems (which are) 
are more likely than monocentric systems to provide incentives leading to self-organized, self-
correcWiYe insWiWXWional change´ (Ostrom, 2010; quoted in Shackelford and Myers, 2017, p. 35). 
Blockchain technologies can configure specific forms of political organization (Reijers et al., 2016), 
in which ³individuals could find new ways to spontaneously organize and coordinate themselves into 
transnational cloud communities and even acquire their own self-sovereign identity that subsists 
independently of any nation-state´ (De Filippi, 2018, p.1). 

Obviously, the terms of comparison are only possible with previously known or experienced models 
of society. However, looking at the potential shift from trust in people to trust in technology, thanks 
to the blockchain, the institutional structure of society could shift to one that is computationally based 
with a diminished need for human-operated brick-and-mortar institutions22 (Swan and De Filippi, 
2017, p. 4), and thus resulting in something completely new.  

Just as the platform economy23, the Internet of Things24, and Big Data25, distributed ledgers pull in 
online systems and business processes previously conducted offline (Finck, 2017, p. 20), pushed by 
societal trends towards a networked society26 and platform-mediated services27 (Glaser, 2017). 
Without proper steering, this transformation may lead to significant problems, especially in relation 
to power dynamics. As AW]ori (2015, p. 29) Zarns; ³In a Zorld increasingl\ relianW on Wechnolog\ and 
ruled by networks, whoever owns and controls these platforms always has significant power over 
ciYil socieW\.´ How will we deal we this phenomenon? What kind of instrument can we rely on?  

As seen, decentralization may work on several levels, having a twofold impact:1) within the economic 
domain, converting the hierarchical structure of the market into a horizontal one; 2) the disruption of 
public institutions, which have the role of representing the general interest, and thus the introduction 
of issues with power relations dynamics among individual and network, and network(s) and 
network(s). We have to understand how to tackle and judge these possible outcomes.  

 

 
22 Brick and mortar (also bricks and mortar or Band M) refers to the physical presence of an organization or business in 
a building or other structure. The term brick-and-mortar business is often used to refer to a company that possesses or 
leases retail shops, factory production facilities, or warehouses for its operations. More specifically, in the jargon of e-
commerce businesses in the 2000s, brick-and-mortar businesses are companies that have a physical presence (e.g., a retail 
shop in a building) and offer face-to-face customer experiences. See: https://en.wikipedia.org/wiki/Brick_and_mortar 
23 The platform economy is economic and social activity facilitated by platforms. Such platforms are typically online 
matchmakers or technology frameworks. See: https://en.wikipedia.org/wiki/Platform_economy 
24 The Internet of Things (IoT) is a system of interrelated computing devices, mechanical and digital machines, objects, 
animals or people that is provided with unique identifiers (UIDs) and the ability to transfer data over a network without 
requiring human-to-human or human-to-computer interaction. See: https://en.wikipedia.org/wiki/Internet_of_things - 
Consulted on September 4, 2018 
25 "Big data" is a field that treats ways to analyze, systematically extract information from, or otherwise deal with data 
sets that are too large or complex to be dealt with by traditional data-processing application software. See: 
https://en.wikipedia.org/wiki/Big_data -Consulted on September 4, 2018 
26 Network society is the expression coined in 1991 related to the social, political, economic and cultural changes caused 
by the spread of networked, digital information and communications technologies. See: 
https://en.wikipedia.org/wiki/Network_society - Consulted on September 4, 2018 
27 A platform-mediated ecosystem can be broadly defined as an industrial architecture with an infrastructure in the center 
that facilitates value co-creation among different agents (platform owners, supply side, and demand side) and a set of 
rules (governance) regulating their interdependencies (Tiwana, 2014). See: 
https://pdfs.semanticscholar.org/4622/6f2bbc80b0dedd75974484e0710b681b9534.pdf- Consulted on September 4, 2018 



 

c) What will the relationship between the blockchain and the law be? 
 

Decentralized networks of cryptography-based economic activities are a relatively new phenomenon, 
and societies need to understand the potential liberties and restrictions that come with them (Risius 
and Spoher, 2017). Blockchain systems prompt a reconsideration of two of the central legal devices 
of modernity: the ledger and the contract (DuPont and Maurer, 2015, p. 2). At the same time, the 
blockchain has been defined as the emergence of a new species of economic coordination: 
governments, firms, markets, and relational contracting (Davidson et al., 2016, p. 3). These domains 
are ruled by the law in order to ensure standards, maintain order, resolve disputes, and protect liberties 
and rights. Laws, codes, regulations, and norms that exist today have been promulgated for a 
substantially analogical world (and human being). The situation may change quickly. Will this require 
a general reconsideration of the way laws are constructed and the goals they aim for? How will the 
law deal with the blockchain, its implementations, and its repercussions? 

There are various ways in which law and technology can influence each other. The two interact 
through a complex system of dependencies and interdependencies, both contributing to the regulation 
of individual behaviors (De Filippi and Hassan, 2016). Hence, technological advancements may hold 
the potential to alter our conception of the law28 (Werbach and Cornell, 2017), and result in a new 
subset of law or even function without a legal framework (Sulkowski, 2018).  In fact, as Wright and 
De Filippi (2015) claim; ³Whe blockchain coXld support and facilitate the deployment of a 
decentralized alternative to the current legal system, a new digital common body of law, called Lex 
Cryptographia, based on rules administered through self-executing smart contracts and decentralized 
(autonomous) organizations. An interconnected system of rules interacting with one another, in a 
reliable and predictable way, without the need of any third-party institution to enforce these rules.´  

The blockchain is implemented in a space where code is law29. Lawrence Lessig originally meant 
µcode is law¶ as a meWaphor, Zhere ³code conWrols behaYior as Whe law mighW conWrol behaYior´ 
(Zetzsche et al., 2017, p. 24). Thus, code ± as well as markets and norms ± is just one coequal modality 
of regulation30 (Werbach, 2018). In following this line of reasoning, it is possible to conceptualize 
computer code as constitutional rules (Rajagopalan, 2019). Platform-based technological applications 
such as blockchain possess working rules which convey a sense of constitutionalizing amongst 
developers and users (Berg et al., 2018). According to Wright and De Filippi (2015, p. 26), over time, 
law and code may merge so that the only way for people to break the law is to effectively break the 
code. However, the two languages currently sWill differ. ³Legal code is primarily extrinsic31; technical 

 
28 The AXWhors refer Wo Lessig (1999) Zho claims WhaW ³code is laZ´, WhXs technologies can operate as a kind of law, 
regulating behavior of their users. 
29 Lessig L., ³Code and oWher laZs of c\berspace´, NeZ York: Basic Books, 1999. 
30 ³According Wo Lessig (1999) foXr differenW forces e[isW, Zhich all conWribXWe ² to a greater or lesser extent ² to shaping 
individual actions, in ways that often remain outside of the control of any given individual alone. 1. Law creates artificial 
constraints limiting individual actions through legal rules and regulations (e.g., by making it illegal for people to steal, 
and punishing those who infringe these rules). 2. Social norms regulate cultural behaviors through peer pressure (e.g., by 
making it socially unacceptable for people to speak loudly in a professional meeting). 3. The market encourages or 
discourages specific behaviors through the mechanism of supply and demand (e.g., by setting prices for specific goods or 
serYices). 4. ArchiWecWXre (defined b\ Lessig as ³feaWXres of Whe Zorld, ZheWher made or foXnd´) imposes a series of 
constraints by limiting the type of actions that an individual can do (e.g., biology, geography, technology are all, to some 
e[WenW, consWraining people¶s acWions)´ (De Filippi and Hassan, 2016). 
31 As will be shown, law needs third parties for enforcement, while code does not.  



codes are primarily intrinsic in comparison, meaning when rules are breached the errors are returned, 
and no activity occurs such that compliance is ensured through the employment of the codes. 
Technical codes also follow the rules rigidly by nature, such that these are adhered to even where 
compliance generates undesirable or unforeseen oXWcomes´ (Yeoh, 2017, p. 5). This kind of 
³infle[ibiliW\´ Zill be addressed laWer with the introduction of smart contracts. However, the relation 
between code and law is not as straightforward as it may seem; e.g., the differences of the two 
languages are an obstacle to take into consideration when it comes to the design of blockchain features 
by developers or norms and regulations by institutions. Nowadays, the relation between the 
blockchain and the law is substantially threefold; according to Werbach (2018) the blockchain can 
interact with the legal system:  

1) as a supplement; there is an existing trust architecture that works appropriately (so no 
additional work is needed to establish trust), and the blockchain operates as an additional layer 
subject to established legal rules. In this case, the primary value proposition is the speed and 
efficiency gain compared to a centralized ledger. The blockchain is used solely to protect the 
integrity of data on the shared ledger. 

2) as a complement; it may work in scenarios where trust based on the legal system is breaking 
down or insufficient. Distributed ledgers can complement and extend the existing trust 
architecture. This is the case when the blockchain powers new markets, being complementary 
to existing legal arrangements. 

3) as a substitute; there is no backstop of traditional legal enforcement, and it can be envisaged 
in cases in which legal enforcement is weak. 

In our understanding, the first two cases constitute what is being implemented most commonly, while 
the third hypothesis is the least plausible, since the implementation of a blockchain in an environment 
with no rule of law is unlikely to solve issues outside the digital realm. However, the situation may 
evolve so much that there can be no certainty with which to prove this affirmation as necessarily true.   

Regulatory challenges 

The relationship between technology and law has evolved significantly, as the former is being 
increasingly used as a complement or a supplement to the latter (De Filippi and Hassan, 2016). 
AlWhoXgh regXlaWors haYe long rejecWed Whe µcode is laZ¶ ma[im in iWs absolute version (Finck, 2017, 
p. 13), in the digital world technology itself can be regarded as a parallel form of regulation (Wright 
and De Filippi, 2015). To achieve their massive potential and prevent catastrophic failures, 
blockchain-based systems will need to integrate with the operations and institutions of the law 
(Werbach, 2018). Legal theory seeks to harmonize and find an appropriate balance between public 
order and security with private interest, thereby guaranteeing economic growth, individual autonomy 
and fundamental rights (Wright and De Filippi, 2015). Will this role of mediating interests still be 
played? And how? 

Moreover, current insufficient technological understanding could be translated into legislative risks 
(Walch, 2017). Many governments and central banks are now investing in blockchain solutions 
(Akgiray, 2019), although very few governments have adopted a comprehensive blockchain law32 

 
32 Delaware, a state on the east coast of the United States, has allowed the use of blockchain as a means to create and 
manage corporate records. A second example is in Arizona where smart contracts and blockchain based signatures have 



(Zetzsche et al., 2017). Moreover, in the case of the blockchain implemented on transnational 
networks, the legitimate claim of jurisdiction over globally-connected, decentralized institutions must 
be determined by the laws of any one country (Hacker et al., 2019). 

Legal challenges posed by blockchains should not be underestimated by regulators (Harwood-Jones, 
2016 cited in Yeoh, 2017, p. 7). Certain core features, such as openness, lack of permissioning, and 
potential anonymity, make public blockchain systems problematic from a legal and regulatory 
perspective (Millard, 2018, p.845). Broadly speaking, there are three major types of controversy 
(Werbach, 2018): illegality (involving the use of cryptocurrencies to break the law, or theft of 
cryptocurrencies through hacking and similar means), classification (involving activity that is 
basically legitimate but not structured according to the legal requirements of the non-blockchain 
equivalent), and legal validity (how other legal structures recognize distributed ledgers), which may 
result in at least three major types of potential liability risk (Zetzsche et al., 2017): i) ledger 
transparency risks (related to the violation of data privacy, insider trading and market abuse, and 
identity theft); ii) cyber risks (tampering with data prior to storage, brute force attack and cheating, 
double spending and distributed denial of service attacks); and iii) operational risks (insufficient 
coding, key person risk, negligent performance). 

The scope of legitimate practices for blockchain-based systems is a governance question at its core, 
and not a computer science question (Werbach, 2018, p. 6). The policy ecosystem is not fully adapted 
to this technology, and rules and regulations will have to be modernized (Gabison, 2016). It is crucial 
for regulators to wait until its benefits (and failures) have been uncovered before moving to pass laws 
concerning best practices (Schakelford and Myers, 2017). Governments should tackle the 
increasingly disintermediated global economy by focusing on distributed ledger technologies and 
individXal Xse cases raWher Whan Xnderl\ing enabling Wechnologies (MaXpin, 2017, p. 1). No µone-size-
fits-all¶ legal anal\sis is possible. InsWead, each applicaWion of blockchain Wechnolog\ Zill need Wo be 
considered on its facts (Bacon et al., 2017). Legal and regulatory issues must be considered in the 
specific context of individual use cases and evidence of concept and pilots, since the technical 
complexity and the delivery timeframe will vary, and so will the legal questions (Zetzsche et al., 
2017, p. 23).  

To fully realize the potential of the blockchain, it is paramount to acknowledge the need to undertake 
a carefXl mapping of Whe respecWiYe roles of Whe ³dr\ code´ of cr\pWograph\ and Whe ³ZeW code33´ of 
law (Werbach, 2018, p. 7), since distributed ledgers could be regulated by both legal and technical 
codes (Yeoh, 2017, p. 5). As previously noted, the differences between the two codes are evident 
when it comes to analyzing the language needed to implement them. Blockchain technology still has 
a fluctuating terminology that can cause difficulties for global regulators seeking to understand and 
govern the technology appropriately (Walch, 2017). 

Much of the regulation involved is a classification exercise - the rules establish status categories, and 
the regulators police who is subject to those categories (Werbach, 2018, p. 38), e.g., from a technical 
standpoint, blockchains are only one subset of distributed ledger technologies (Maupin, 2017). The 
lack of a precise vocabulary around blockchain technology does not help and serves to increase the 

 
been giYen fXll legal sWaWXs.  AnoWher coXnWr\ WhaW is leading Whe ³blockchain race´ is EsWonia (Fenwick and Vermeulen, 
2019). Other examples can be found at: https://blockchainlawguide.com/blockchain/ 
33 N.  Sazbo introduced the distinction between wet code (what lawyers practise) and dry code (operations confined to 
and executed by computers) in 2008, available at: http://unenumerated.blogspot.com/2006/11/wet-code-and-dry.html 



need for regulators to learn from the industry itself, which in turn could increase the risk of errant risk 
analysis or under-regulation (Walch, 2017). On the other hand, the inherent ambiguity of the legal 
system ² necessary to ensure that the law is justly applied on a case-by-case basis ² ultimately 
gives software developers and engineers the power to embed their own interpretation of the law into 
the technical artefacts that they create (De Filippi and Hassan, 2016). Synthetically, problematic 
vocabulary increases the chances of (1) regulatory capture (and the risks that accompany it), (2) 
inconsistent regulation across subject-matter domains and jurisdictions, and (3) ³perYerse innoYaWion´ 
(Walch, 2017, p. 729).  To address these problems, attempts to create a philosophy (Swan and De 
Filippi, 2017) and ontology (Tasca et al., 2018) of blockchains have been proposed.  

The regulatory dilemmas include the classic conundrum when tackling innovative technologies or 
practices: finding just the right moment to regulate (Walch, 2017, p. 717).  As F. Easterbrook has 
argued, new technologies do not necessarily call for new legal doctrines when fact patterns are 
fundamentally unchanged (Werbach and Cornell, 2017, p. 24). This principle seems to fuel certain 
approaches that have been taken into consideration by regulators. According to Akgiray (2019), there 
are three types of regulatory positioning: 1. Study-and-Wait-and-See; 2. New legislation and 
regulation; 3. Guidance and sandboxing. 

This classification can be split into a small number of approaches to manage the adoption of the 
appropriate regulation to be implemented. The first approach is based on waiting and seeing how the 
technology unfolds while continuing to apply existing legal frameworks (Finck, 2017). Most 
regulators are in this position, considering the blockchain as a comprehensive new business model 
(Akgiray, 2019). A second instrument is the so-called safe harbor. It is a regulatory provision that 
formally limits legal enforcement. When firms can take enough steps to police themselves, the safe 
harbor incentivizes them to do so by defining what specific conduct is necessary (Werbach, 2018). 
The third type of instrument found in the literature is the recycle box, which is implemented when 
minor adaptations to existing national and international regulatory frameworks are required (Maupin, 
2017). The dark box, instead, employs blockchains or other DLTs to accomplish illegal objectives, 
per se. They call on regulators to develop more effective globally cooperating regimes for detecting, 
tracking, and prosecuting blockchain-based illicit activities (Maupin, 2017). And last, but not least, 
the regulatory sandbox34, which can be defined as a set of rules allowing innovators to test their 
product or business model in an environment that temporarily exempts them from following some or 
all of the legal requirements in place (Finck, 2017, p. 14). Some jurisdictions have concluded that it 
is both premature to bring in new regulation and risky to just wait and see (Akgiray, 2019). In a 
similar vein to safe harbors, but limited in time and scale (Werbach, 2018), the sandbox uses cases 
utilize blockchains or distributed ledger technologies to pursue permissible objectives but in ways 
that entail regulatory risks, which, for reasons concerning the technical properties of blockchains, 
cannot be addressed without destroying the core value proposition of the existing regulatory regimes 
(Maupin, 2017, p. 1). The sandbox was first launched in the UK in 2015 and remains the most widely 
implemented. For the sandbox to be effective, Maupin (2017) identified at least four distinctive 
features: i) global reach ± sandbox must have the capacity to tap competent authorities from any 
national jurisdiction in the process of evaluating and working towards creative regulatory solutions 

 
34 In computer security, a "sandbox" is a security mechanism for separating running programs, usually in an effort to 
mitigate system failures or software vulnerabilities from spreading. It refers to an isolated but fully functional testing 
environment where software, apps or programs can be tested. If a programmer writes a new piece of code, they may use 
a sandbox to test it.  



for new use cases; ii) cross-sectoral flexibility ± it must be able to assemble competent authorities 
from any sector that might conceivably be impacted by a blockchain; iii) a start-up-friendly operating 
structure ± it must be accessible and useful for small start-ups with extremely small budgets and 
numbers of staff35; iv) use case-tailored parameter-setting practices ± it must be capable of tailoring 
both the experimentation parameters it sets (aspects such as timelines, test customer profiles, etc.) 
and the oversight and data monitoring requirements it imposes on the specifics of the use case in 
question.  

Excluding the case of the dark box, all of the regulatory approaches above are based on the necessity 
of assessing the impact of the applications of the blockchain at several levels before bringing its use 
onto a larger scale.  In this way, the blockchain is replicating the regulatory curse of the Internet 
(Hacker et al., 2019). In keeping with the issues raised in the present paper, the following sub-topics 
are highlighted as critical within the realm of law regarding large-scale adoption.   

Identity and Pseudonymity 

If the price of centralization is trust, as users need to trust centralized operators with their data, 
decentralization comes at the expense of transparency, as interactions of those involved are made 
visible to each node in the network 36(De Filippi, 2016, p. 1). Transparency can thus be regarded as a 
means for the network to police itself by enabling users to collectively verify the legitimacy of every 
network transaction (Bradbury, 2013 quoted in De Filippi, 2016, p. 5). The transparency inherent to 
these networks is such that anyone could retrieve the history of every performed operation and rely 
on big data analytics to retrieve potentially sensitive information (De Filippi, 2016). Even if 
transparency is not necessarily in conflict with privacy (De Filippi, 2016), it is beneficial to data 
integrity, while also facilitating access to assets through identity theft (Zetzsche et al., 2017). Identity 
is a crucial component of any economic exchange (Berg et al., 2018), since we rely on having some 
level of assurance over the identity of the person or firm we are interacting with. Outside digital life, 
identity is typically social and intersectional (Immorlica et al., 2019). Identity technology represents 
the sine qua non of modern human activity; without it, it is virtually impossible to engage 
meaningfully in economic, social and political activities37 (Allen et al., 2018). The definition of 
µpersonal daWa¶ is Yer\ e[pansiYe, as it covers any information that relates to an identifiable person, 
i.e., a person who can be identified ³direcWl\ or indirecWl\´ (Bacon eW al., 2017). The problem of 
maintaining control over and preserving transparency of our digital identity becomes urgent since our 
lives depend more on digital services, in which people have multiple identities depending on the 

 
35 This is clarified by the aXWhor b\ Whe facW WhaW ³mosW blockchain sWarW-ups satisfying the sandbox criteria face a chicken-
and-egg problem. They cannot scale without obtaining some modicum of regulatory certainty, but they do not have 
sufficient bandwidth to engage in labyrinthine regulatory processes across multiple jurisdictions whose approvals they 
would need in order to scale safel\´ (MaXpin, 2017, p. 16).  
36 Decentralized architectures generally rely on the disclosure of each user¶s inWeracWions for effecWiYe coordinaWion 
amongst a distributed network of peers. 
37 Identity is a coordination problem. More complex or significant transactions demand more formal identification of the 
parties involved. Identity institutions are crucial and valuable infrastructural technologies of any complex society. Identity 
technologies are adopted by market participants in order to prove and verify identities as markets gain complexity. (When 
Ze ZriWe µidenWiW\ Wechnologies¶, this is shorthand for technologies that allow individuals to provide evidence of their 
identity and counterparties to verify those claims.) This approach to identity views identity as fluid, contextual and 
sXbjecWiYe. IndiYidXals possess man\ µidenWiWies¶ depending on Whe social, economic, and poliWical conWe[W in Zhich Whe\ 
are operating. In the legal-centric theory of identity, contrastingly, identity is singular, uniform and permanent. 
Governments establish identity in order to extract revenue and distribute rents. To know more, see: Berg, A., Berg, C., 
Davidson, S. and Potts, J., The Institutional Economics of Identity (May 25, 2018). Available at SSRN: 
https://ssrn.com/abstract=3072823 or http://dx.doi.org/10.2139/ssrn.3072823 



activity in which they are involved38 (Gabison, 2016). Furthermore, due to its pseudo-anonymous 
nature blockchain technology is likely to fulfill indiYidXals¶ desires to maintain a wide range of 
identities while maintaining their privacy (Berg, 2018 cited in Allen et al., 2018, p. 16). To this end, 
permissioned blockchains offer clear advantages in security and privacy (Yermack, 2018, p. 16), since 
in public blockchain it is possible to de-anonymize a user by analyzing network traffic or the 
blockchain itself. So, even if pseudonymity is not enough to guarantee total anonymity (Conoscenti 
et al., 2016), and total anonymity is never guaranteed (De Filippi, 2016, p. 15), this pseudonymity 
also presents significant regulatory challenges (Wright and De Filippi, 2015, p. 21), especially  
concerning the regulation of behaviors and their consequences among blockchain participants, such 
as in the cases of agreements or contracts.   

Smart contracts  

A contract is a promise that can be legally enforced (RodrigXes, 2018, p. 26). ³Blockchain can be 
regarded as a µparadigm-shifWer¶ in Whe sphere of conWracWing; it allows automation of the process of 
conWracWXal performance of boWh parWies´ (SaYel\eY, 2017, p. 121). ElecWronic conWracWs are noWhing 
neZ, Whe innoYaWion here comes from ³Whe fXsion of WZo lines of technological development: 
elecWronic conWracWing and cr\pWograph\´ (Werbach and Cornell, 2017, p. 5). Indeed, Nick Szabo, 
who clearly did not envisage any form of complicated technology, rather a simple vending machine 
(Werbach and  Cornell, 2017, p. 9) when writing in 1994,  defined electronic contracts as ³a seW of 
promises, specified in digital form, including protocols within which the parties perform on these 
promises.´ Smart contracts can be considered just one example of a larger trend of computerized 
technologies purporting to displace or replace human decision-making (Werbach and Cornell, 2017, 
p. 56). This trend of automation is motivated by three well-known difficulties with natural language 
and human institutions: i) ambiguity; ii) corruption; iii) enforcement (Grimmelmann, 2019). 

With smart contracts, a distributed ledger becomes a distributed computer (Werbach, 2018, p. 16), 
that can theoretically be used to create any number of social contracts39 (Garrod, 2016, p. 62), 
threatening the position of a wide range of intermediaries that provide trust or overcome the lack of 
trust (Arruñada, 2018, p. 6). Smart contracts are believed to offer the hope ² or possibly the threat 
² of circXmYenWing Hobbes¶ age-old essential role of law40 (Werbach and Cornell, 2017, p. 3).  

Based on the current understanding and properties revealed by smart contracts, Savelyev (2017, pp. 
124-127) identifies the following features: (1) solely electronic nature ± smart contracts can only 
exist in electronic form; it is not possible to use any other form of contract for them (e.g., a written 
hardcopy); (2) software implementation ± contractual terms are manifested in computer code, 
therefore it is possible to argue that each ³smart´ contract by is also a computer program by its legal 
nature; (3) increased certainty ± a computer language does not allow for discretion in its interpretation 
by the machine. Smart contract terms are interpreted by machine on the basis of Boolean logic41; (4) 
conditional nature ± conditional statements are foundational to computing as they are based on 
statements such as µif ³[´ When ³\´¶; (5) self-performance ± once a smart contract is concluded, its 

 
38 E.g., how many usernames and passwords do you use? 
39 WiWh Whe e[pression ³social conWracW´, the author refers to such examples as: non-geographic countries (complete with 
taxes, benefits, and voting), transnational lending programs, universal basic income schemes, marriage contracts 
40 Hobbes¶ basic idea²that binding agreements require a system to ensure that counterparties can trust one another to 
perform²is an intuitive and powerful argument for the essential role of law (Werbach and Cornell, 2017, p. 2) 
41 Boolean logic is a form of algebra in which all values are reduced to either TRUE or FALSE. See: 
https://www.webopedia.com/TERM/B/Boolean_logic.html - consulted on June, 15 2018.  



subsequent performance is no longer dependent on the will of its parties or a third party; (6) self-
sufficiency ± a smart contract requires no legal institutions to exist.  

In taking these characteristics into consideration, the interpretation of smart contracts has become an 
object of debate, since there remains no universally agreed definition (Savelyev, 2017, p. 120). The 
very concept of smart contracts may be the result of a series of terminological misunderstandings 
characterized by the inconsistent and incorrect use of legal terms (Mik, 2017). Thus, can a smart 
contract be considered a contract?  

It is claimed that a blockchain is an economic world of complete contracts (Davidson et al., 2016b, 
p. 9). HoZeYer, ³no ph\sical represenWaWion of an agreemenW can eYer enWirel\ represents the 
agreement. Though we informally speak of contracts as pieces of paper or text on a screen, contracts 
are inWangible. The\ are enforceable agreemenWs´ (Kolber, 2018, p. 219). The meaning of a legal 
contract is a social fact (Grimmelmann, 2019), which explains the necessary incompletion of all 
contracts (Rodrigues, 2018)42. 

According to general opinion, smart contracts are meant to be stand-alone agreements that are not 
subject to interpretation by outside entities or jurisdictions since they are self-executing (Rodrigues, 
2018), in light of their self-performing property. Smart contracts are considered only those based on 
blockchain technology with electronic assets as their object to ensure its self-enforcing nature 
(Savelyev, 2017, p. 130). Allen et al. (2018) broadly define smart contracts as agreements ² or parts 
of agreements ± that are written into code at the top of a blockchain platform and can be automatically 
executed when specific conditions are validated. Therefore, smart contracts are more adequately 
understood as autonomous software agents (Finck, 2017) and algorithmic rules that automatically 
respond to inputs according to pre-programmed parameters (Howell and Potgieter, 2019). 

Therefore, smarW conWracWs are noW ³conWracWs´ in terms of being legally enforceable promises with 
binding obligations on two parties seeking to broker a mutually beneficial exchange in the 'real' or 
'physical' world (Howell and Potgieter, 2019). A smart contract is merely the code for the execution 
of the contract (Gans, 2019). A contractual agreement requires an offer and acceptance (to establish 
mutual consent), consideration (anything of value exchanged) and an intention to create legal 
relations (Zetzsche et al., 2017, p. 30). Smart contracts do not capture the dynamic processes of 
stipulating a contract; e.g., searching for partners, negotiation of terms, reaching an agreement, and 
monitoring and enforcement of performance of the agreed terms, which constitute the economic 
activity of real-world 'contracting' between human actors (Howell and Potgieter, 2019). A smart 
contract does not create obligations in a legal sense [«] One of Whe key elements of obligation is (1) 
iWs orienWaWion in Whe fXWXre and (2) a µZill¶ componenW. (SaYel\eY, 2017, p. 129). A smart contract, 
on the other hand, does not commit any party to do anything. It is not an exchange of promises or 

 
42 An intriguing and futuristic remedy for the incompleteness of contracts thanks to technological features (blockchain + 
artificial intelligence) is provided by Casey and Niblett (2017), who highlight ³self-driYing conWracWs´ as a poWenWial 
alternative to blockchain-based smart contracts. Recognizing the incompleteness of the contracts, the authors propose a 
³conWracW WhaW ZriWes iWs oZn Werms or fills iWs oZn gaps. To be more precise, a self-driving contract has three key features. 
It is an agreement where (1) the parties set only broad ex ante objectives; but (2) the contract uses machine-driven analytics 
and artificial intelligence to translate the general ex ante objective into a specific term or directive at the time of 
performance; where (3) those terms are based on information gathered after Whe parWies e[ecXWe Whe iniWial agreemenW´. 
See: Casey, A. J. and Niblett, A., Self-Driving Contracts (March 1, 2017). Available at SSRN: 
https://ssrn.com/abstract=2927459 or http://dx.doi.org/10.2139/ssrn.2927459  
 



commitments (Werbach and Cornell, 2017, p. 22). Therefore, smart contracts cannot be considered 
contracts at all because there is no possibility of uncertainty in their execution and thus no compliance; 
strictly speaking, they are merely an example of automaticity created by the verification game 
(DuPont and Maurer, 2015).  

A different interpretation is provided by Max Raskin (2017); rather than constituting legal 
enforcement at all, they are a form of self-help. To Raskin, ³[a]XWomaWed e[ecXWion of a conWracW is a 
preemptive form of self-help because no recourse to a court is needed for the machine to execute the 
agreemenW´ (Werbach and Cornell, 2017, p. 26). The code itself is the ultimate arbiter of the deal it 
represents (Savelyev, 2017, p. 125), and everything beyond the code is just an explanation (Werbach 
and Cornell, 2017, p. 29). As stated by Grimmelmann (2019), way to change the consequences of 
contracts on a blockchain is to change the semantics. 

Viewed from this perspective, there is no legal point of intervention43 as the code is self-contained 
(Rodrigues, 2018, p. 6). In fact, in contrast to traditional contracts, in which trust is placed in the 
personality of the other party in the contract, in smart contracts such trust is placed in the computer 
algoriWhm behind Whe agreemenW (µWrXsWless WrXsW¶) (SaYel\eY, 2017, p. 123). ³If WZo parWies engage in 
a contractual agreement using a smart-contract application, performance of contractual terms is 
guaranteed not by the goodwill of parties or third-party arbitrage but rather by the encoded algoriWhm´ 
(Ishmaev, 2017, p. 667). Hence, crypto-contracts tend to build social and functional properties within 
the system (DuPont and Maurer, 2015, p. 8); i.e., without the necessity for arbitrating third parties. 
As shown by the failure of the 2016 DAO, even if no code can anticipate all the problems that could 
arise (Rodrigues, 2018), smart contracts have been considered good at setting forth anticipated 
conditions and consequences ex-ante and then ensuring that the effects occur upon the fulfillment of 
the conditions involved (Werbach, 2018, p. 53). By default, they implement a zero-tolerance policy 
by which parties have no choice but to execute the contract (Wright and De Filippi, 2015, p. 26), 
eliminating the act of remediation by admitting no possibility of breach (Werbach and Cornell, 2017, 
p. 4).  

Therefore, the critical distinction between smart contracts and other forms of electronic agreements 
(and contracts in general) is enforcement (De Filippi and Wright, 2018; Werbach and Cornell, 2017, 
p. 15). Their distinctive aspect is the fact that they simplify enforcement; in fact, they make 
enforcement unavoidable (Werbach and Cornell, 2017, p. 28). Enforcement is automatic concerning 
a ³smarW conWracW´ and does noW depend on Whe laZ for enforcemenW (RodrigXes, 2018, p. 26). 
However, apart from optimistic claims, smart contracts may nevertheless require enforcers for 
contract completion, in a more traditional sense (Arruñada, 2018, p. 9). The flaw in the rationale is 
Whe failXre Wo disWingXish conWracWXal e[ecXWion from enforcemenW [«] E[ecXWion of Whe agreemenW is 
automated, but enforcement is not (Werbach, 2018). 

FXrWhermore, ³Whe core peer-to-peer structure of blockchain faces insurmountable difficulties to reach 
contractual completion and to interact with the real world, two challenges that regards, respectively, 
contract (in personam) rights and property (in rem) righWs´ (ArrXxada, 2018, p. 19). SmarW conWracWs 
are limited by their nature to those contractual terms that can be specified in computer-readable code, 

 
43 ³In Whe Zorld of ³smarW conWracWing´ on Whe blockchain, Where is no place for Whe laZ Wo sWep in Wo sXppl\ defaXlW rXles²
no legal intervention point. The lack of a legal intervention point means that law on the blockchain works in a 
fXndamenWall\ differenW Za\ from laZ in Whe corporeal Zorld´ (RodrigXes, 2018). 



and still further limited by any constraints imposed by the blockchain system on which the contract 
operates. The ³fundamental smart contract challenge´ is related to performance obligations that must 
be verified in interactions with non-digital activities (Gans, 2019). As a result, they are unable to 
capture the real-world complexity of all but the simplest transactions (Bacon et al., 2017, p. 33). At 
this point a legal intervention does exist ² not in the blockchain environment itself, but rather in the 
intersection of the blockchain features and the physical world (Rodrigues, 2018).  

Moreover, another element of vulnerability is represented by the fact that smart contracts can have 
errors and security flaws like any other software code (Werbach, 2018, p. 25). Errors in computer 
code are prevalent and impossible to eradicate, and they increase with increasing code complexity as 
with conventional contracts (Arruñada, 2018, p. 15). Although proponents of smart contracts claim 
that many kinds of contractual clauses may thus be made partially or fully self-executing, self-
enforcing, or both (Kakavand and De Sevres, 2016), certain contractual terms simply cannot be 
expressed through formal logic because they imply human judgment (Werbach and Cornell, 2017, p. 
43). Several key legal concepts lack a binary nature, such as force majeure, material breach, and good 
faith, which cannot be translated into computer code (Vatiero, 2018).  

Even considering the case of a smart contract operating precisely as designed, it may produce sub-
optimal results ± either in the minds of one or both parties or as a matter of economic efficiency ± 
due to the fact that it is fixed (Werbach and Cornell, 2017, p. 44). As previously stated, the concept 
of incomplete contracts acknowledges that it is rarely possible for parties to consider every 
eventuality in contractual bargaining due to a combination of bounded rationality, transaction costs, 
verifiability, or other strategic reasons (Allen et al. 2018). Furthermore, ³the more complex and 
unique the transaction, the higher the value at risk, and the harder it is to anticipate and precisely 
specify contingencies and measure and observe outcomes; the longer the timeframe between 
agreement and execution, the lower the likelihood that smart contracting will be more efficient than 
real-Zorld conWracWing´ (HoZell and Potgieter, 2019 p. 1). Concerning their inflexibility, smart 
contracts underestimate a central problem of transaction cost economics: the need for an efficient 
adaptive mechanism (Vatiero, 2018). Therefore, even if smart contracts may economize on costs of 
enforcement compared to traditional contracts, they also impose potentially greater costs of 
negotiating agreements (Allen et al. 2018). Moreover, in preventing ex-post external adaptation, 
transaction costs may emerge or increase, so that traditional contracts may incur lower transaction 
costs than smart contracts (Vatiero, 2018).  

Even if smart contracts are not intended to be legally enforceable (Werbach and Cornell, 2017, p. 20), 
there are two differing approaches at present that dispute a resolution for smart contracts: 1. Smart 
contracts can operate within the existing contract law framework and can be adjudicated by the courts 
or existing alternative dispute resolution (ADR) procedures (De Filippi and Wright, 2018); 2. Smart 
contracts are distinct legal tools rather than digital alternatives to traditional legal contracts (Werbach 
and Cornell, 2017), which may create new legal systems, a new Lex Cryptographia (Wright and De 
Filippi, 2015), or will reqXire a µdisWribXWed jXrisdicWion¶ ± that is, blockchain-based governance 
(Allen et al., 2019). 

As noted above, smart contracts are subject to significant limitations (Kaal, 2019). There is no reason, 
however, to suggest that they cannot coexist with the traditional contract (Werbach, 2018). From a 
practical perspective, it is possible to imagine that the choice between traditional and smart contracts 
will be a matter of economic efficiency and pragmatism (Howell and Potgieter, 2019). Even if the 



nexus of smart contracts of the blockchain represents a fundamental challenge to business and 
contract law more generally (Rodrigues, 2018), it can be stated that smart contracts will not replace 
contract law because contract law operates as a remedial institution with the aim of adjudicating on 
the legitimacy of a situation ex-post (Werbach and Cornell, 2017, p. 40), and plays a role in our social 
system that smart contracts do not even purport to replicate (Werbach and Cornell, 2017, p. 32). At 
the same time, the impact of these self-executive software agents will be clearer in areas that are 
intrinsically contractual (Arruñada, 2018), such as corporations and enterprises. 

Distributed autonomous organizations (DAO) 

Business organizations have always changed as a result of technology. The ³decenWrali]aWion and 
disinWermediaWion´ of bXsiness organi]aWions will crucially disrupt traditional hierarchical forms of 
organization (Fenwick and  Vermeulen, 2018), resulting in an expansion of the role of markets 
(horizontal networks) and the contraction of the role of hierarchy (vertical networks) (Berg et al., 
2018). The blockchain is ³an insWiWXWional Wechnolog\ of goYernance WhaW compeWes ZiWh oWher 
economic insWiWXWions of capiWalism, namel\ firms, markeWs, neWZorks´ (DaYidson eW al., 2016, p. 1), 
capable of undermining the economic efficiency of hierarchies (which exploit incomplete contracts) 
and relational contracting (which requires trust between parties) over markets44 (Davidson et al., 
2016b). How? Thanks to smart contracts, which are intended to create certainty for counterparties, 
simplify and automate business, and remove transaction costs (Kaal, 2019); e.g., Allen et al. (2019) 
consider the lowering of verification costs and networking costs a plausible outcome. However, the 
scope of smart-contract applications is wide-ranging, from simple contractual agreements to self-
goYerning organi]aWions (IshmaeY, 2017, p. 667). ³MXlWiple smarW conWracWs can be boXnd WogeWher Wo 
form decentralized organizations that operate according to specific rules and procedures defined by 
smartcontracts and code ² thereby transforming Michael Jensen¶s and William Meckling¶s Wheor\ 
WhaW firms are noWhing more Whan a collecWion of conWracWs and relaWionships inWo realiW\´ (WrighW and 
De Filippi, 2015, p. 15). As Davidson et al. (2016, p. 21) state; ³Blockchain disWribXWed ledger 
technology is a rare and special general-purpose technology because it adds a further category to the 
sXiWe of Williamson¶s (1985) µeconomic insWiWXWions of capiWalism¶ ± namely, markets, hierarchies and 
relational contracting ± with a new type of economic order´: Distributed Autonomous Organizations 
± DAO (Davidson et al., 2016b), and Decentralized Collaborative Organizations ± DCOs (Novak, 
2018). Both are built upon two concepts; autonomous agents and decentralized organization 
(Rodrigues, 2018). As a DAO involves a set of humans interacting with each other according to a 
protocol specified in code and enforced on the blockchain (Rodrigues, 2018), the standard corporate 
arrangements of equity, debt, and corporate governance could be encoded as a series of smart 
contracts (Werbach, 2018, p. 18); in short, a business form conceived as networks of contracts built 
exclusively on software designed to replace individuals (Finck, 2017, p. 7). The main question is 
therefore as follows: if a corporation is merely a nexus of contracts, why not encode those agreements 
into digital self-enforcing agreements (Werbach and  Cornell, 2017, p. 18) that are able to self-
organize with distributed and decentralized profit margins, management and services (Manski, 2017 
quoted in Novak, 2018)? 

 
44 According to Williamson (1985), a hierarchical organization is a method for controlling opportunism. It is protection 
against opportunism that gives rise to the transaction cost efficiency of hierarchies and relational contracting over markets. 
This is possible since the valuable prospect of the blockchain (as smart contracts and DAOs) is precisely to eliminate 
opportunism in crypto-economic mechanisms by enabling a spot market exchange to carry forward a pure promise 
indefinitely (Davidson et al., 2016b). 



The first challenge to be addressed is the location of the DAO within the range of traditional business 
entities (Rodrigues, 2018). There are problems related to the nature of this organization that lead to 
legal indeterminacy due to the requirements needed to operate similarly in real life. The concept of a 
firm is questioned (Waelbroeck, 2018, p. 14). Moreover, the physical spatial distribution of a DAO, 
which can be distributed into transnational networks, raises several issues regarding applicable 
legislation. At the same time, it can be logical to deduce that, until the challenges related to smart 
contracts find a proper solution, DAOs would suffer from the same weaknesses, therefore resulting 
that their implementation on a large-scale would be challenging to reach. Perhaps much will depend 
on the extension of the activities that this "new type of economic order" will be entrusted to. 

The rising of such organizations may have the power to reshape the nature of work and the notion of 
the firm (Waelbroeck, 2018). Will the institution of property be affected as well? 

The institution of property within the blockchain 

Property relations in society could be replaced by or supplemented with blockchain models and 
implemented in new domains (Ishmaev, 2017, p. 682). With digitized property registries, digital 
currencies, and smart contracts, real property could be effectively virtualized, facilitating the transfer 
of property from one party to another (Wright and De Filippi, 2015). Blockchains offer potential 
advantages in terms of cost, speed, and data integrity in comparison with classical methods of proving 
ownership (Yermack, 2018, p. 8). Devices and every tangible property can be registered onto a 
blockchain and turned into a smart property (Wright and De Filippi, 2015, p. 15) in which the rights 
associated with objects are attached to the objects themselves (Werbach and Cornell, 2017, p. 18). In 
Whis Za\, ³properW\ does noW disappear bXW is instead enforced and exercised in different ways. If 
rights were previously exercised through norms, laws, markets, and architectures, today they are 
algoriWhmicall\ inscribed in Whe objecW´ (O'DZ\er, 2015 ciWed in Garrod, 2016, p. 70). This scenario 
is strongly linked to the radical claims that property rights may vanish in the future, becoming a subset 
of contract law (Ishmaev, 2017, p. 669). As recalled by Berg et al. (2019), the complex interaction 
beWZeen possession and legal oZnership is a core parW of Whe µscaffolding¶ WhaW sXsWains Whe markeW 
economy. The blockchain can now promote new ways of organizing and distributing assets in 
digitalizing them as smart properties. These assets (e.g. hard assets such as real estate) can be 
tokenized, valued, and mobilized in unprecedented fractional forms, giving the opportunity to develop 
new forms of consumption (Kaal, 2019). 

Smart properties and tokenization 

Digitalization of physical assets on a blockchain is called tokenization; it is the process of digitally 
representing an off-chain real-world asset (currency, commodity, security, property, etc.) on a 
distributed ledger (Akgiray, 2019; Hileman and Rauchs, 2017). Tokenization refers to the process of 
transforming the rights to perform an action on an asset into a transferable data element (i.e., token) 
on the blockchain (Rozas et al., 2018). A token is a quantified unit of value that gives its holder the 
option to exercise specific digital rights that are embedded in the coded rules of the underlying 
protocol (Collomb et al., 2018).They may be programmed with certain rules that can be used to define 
what kinds of activities the token network does or does not support (Tan, 2019).  

Tokens can only appear in one entry in the ledger at a time (Gans, 2019); they are rivals, and only 
one person can use a given token at a given time (Waelbroeck, 2018). The potentially unique 



economics of each token are not based on legal rights but on their promises (e.g. claims and features) 
and functions (Lo and Medda, 2019), e.g., i) perks; ii) liquidity; iii) funding (Fenwick et al., 2018).  

Taking the functions tokens may perform into consideration, they can be classified into several 
categories. Taxonomies have been proposed in the literature, e.g.:  

a) Hargrave et al. (2018) subdivide tokens into: 1. Currency tokens (which can be used to buy 
and sell real-world goods); 2. Platform tokens (which can be used as ³pa\menW´ on a 
blockchain platform); 3. Asset-backed tokens (which are tied to an underlying physical asset, 
e.g., real estate or fine art). 

b) Collomb et al. (2018) provide a slightly different categorization into four functional 
categories: (i) utility tokens (giving rights of usage such as payment or access tokens); (ii) 
participation tokens (giving rights to participate in the governance of a specific distributed 
process); (iii) investment tokens (giving rights to dividends or other financial returns, based 
on the profits generated by a project); and (iv) asset-backed tokens (giving rights of ownership 
over an underlying asset, whether a commodity, a property or so forth).  

Technological development has shown that many tokens are likely to fall within one or more of these 
categories. The interoperability of tokens is an increasingly important characteristic of token designs 
(Kaal, 2019b), since it affects the rights of the holders, which can be: (i) rights of usage; (ii) rights of 
participation; (iii) rights to profits; and (iv) rights of ownership (Collomb et al., 2018). Of course, as 
well as functions these rights are not exclusive to one another.  

The mass adoption of tokens for fundraising45 (Tan, 2019), the interoperability of their functions and 
rights of the holders, the consequent development of so-called token economics46 (or tokenomics) has 
prompted legislators to begin tackling these issues. Not surprisingly, the many characteristics shown 
by tokens are reflected by the different regulatory regimes which they may fall under. The debate 
remains open, but first proposals are currently being made (Hacker et al., 2019):  

- currency tokens (primarily designed for payment purposes) under currency and payment 
services regulation;  

- investment tokens ±under securities and investment regulation (Fenwick and Vermeulen, 
2019);  

- utility tokens ± under consumer and general contract law. 

It has been claimed that the pairing of tokens and blockchains may be able to create institutional 
orders WhaW can be defined in Ha\ek¶s Zords (1960) as a 'catallaxy', which was defined as ³a special 
kind of spontaneous order produced by the market by people acting within the rules of the law of 
properW\, WorW and conWracW´ (Davidson et at., 2016b). We underline within the rules of the law of 
property, tort, and contract; and thereby not outside these realms of the law. Blockchain 
developments, as in the case of ICOs, have often been developed in a shadowy zone, where code is 
law until the moment the stakes are not too high. As seen in the case of smart contracts, it seems that 

 
45 We refer here to the so-called IniWial Coin Offering (ICO), or ³Woken sale´, or ³Woken generaWing eYenW´, Zhich can be 
described as ³a means of fXndraising Zhereb\ Wokens giYing Wheir oZners cerWain righWs are sold in e[change for 
cr\pWocXrrencies or fiaW mone\´ (Collomb eW al., 2019).  
46 Token economics designs the model used to influence the use of tokens in a decentralised ecosystem, through incentive 
mechanisms and a defined token environment. Token economics is the foundation of tokenised ecosystems. It looks at 
the long-term and short-term goals and drivers of the ecosystem (Tan, 2019).  



the law is called upon to intervene when behaviors in the cybersphere do not respect the recognized 
rights of those involved in such operations. A point of legal intervention may exist wherever the 
blockchain has an intersection with human beings and their institutions. Among many, the institution 
of private property has played a major role. The potential switch that may derive from the tokenization 
of mobilizing properties (and their use) in fractional forms has to be taken seriously into account by 
practitioners and scholars, bearing in mind the statement of Berg et al., (2019, p. 2) recalling 
Hodgson47; ³Whe elision in Whe properW\ righWs liWeraWXre aboXW Whe disWincWion beWZeen µeconomic¶ 
property rights ± those derived from possession and the ability to use or dispose goods one possesses 
± and µlegal¶ properW\ righWs ± the ability to have those rights recognized in law, using their legal 
properW\ as collaWeral.´ This second aspect seems to be underestimated at times in the narrative of 
blockchain development. Property rights are not the resource itself that is owned but the rights to use 
the resource (Tan, 2019). Should this be viewed as correct? 

Property Rights  

In academic research, the concept of property is anything but simple (Ishmaev, 2017) and property 
rights are in the sphere of public ordering (Arruñada, 2018, p. 21).  

The essence of property is the exclusion of non-owners from the determination of property use 
(Penner, 1997, quoted in Ishmaev, 2017). In Penner¶s YieZ, Whe\ are in-rem rights, creating negative 
duties for all non-owners even if they have no contractual relations with the property holder (Ishmaev, 
2017, p. 678). The universal nature of property requires that the same rules be applied to all 
rightsholders. In a hypothetical, fully decentralized property system, all individuals should therefore 
be granted or denied consent to a wealth of intended transactions that might affect their property 
rights (Arrunada, 2018, p. 25). ³A ke\ qXesWion is Wo ZhaW e[WenW, in addiWion Wo e[changing YalXe, 
these systems are capable of exchanging property in rem rights, since trading in rem rights requires a 
minimum of public ordering²in particular, an enforcer who is neutral and independent not only of 
parties to a given contract but to all holders of property rights on the type of asset being traded in that 
markeW ³(ArrXxada, 2018, p. 2). The situation thickens with smart properties, which raise challenges 
that cannot be easily addressed ZiWhin Whe cXrrenW legal frameZork. In facW, ³in the case of smart 
property, however, ownership could be both defined and managed by source code. A person who 
qualifies as the technological owner (as opposed to the legal owner) of the smart property enjoys 
absolute sovereignty over that resource, which cannot be seized by anyone unless specifically 
provided for by the underl\ing code´ (WrighW and De Filippi, 2015, p. 35). 

IshmaeY (2017, p. 681) claims WhaW Wransparenc\, ³WogeWher ZiWh e[clXsion and separabiliW\, in facW, 
makes blockchain technology a self-sufficient alternative institution of property existing 
independently of any legal institutions.´ According Wo B. ArrXxada (2018, p. 1) ³conWrar\ Wo naiYe 
conceptions that proclaim the end of intermediaries and state involvement, blockchain applications 
will rely on a variety of interface, completion, and enforcement specialists, including standard public 
inWerYenWions, especiall\ for properW\ WransacWions.´ In fact, while blockchains guarantee transfers of 
ownership, some enforcement is required to ensure transfers of possession (Abadi and Brunnermeier, 
2018). This could be explained by the fact that;  

 
47 The authors refer to Hodgson, G.M. 2015. 'MXch of Whe µeconomics of properW\ righWs¶ deYalXes properW\ and legal 
rights', Journal of Institutional Economics, 11: 683-709. 



(1) the revolutionary potential of governance-by-network as an absolute, horizontal mode of 
political and social organization is often overstated and unrealistic (Atzori, 2015, p. 30);  

(2) ³decenWrali]aWion is limiWed in Whe real Zorld becaXse indiYidXals Wend Wo misbehaYe with 
respect to secXriW\ [«] indiYidXal freedom has a price in terms of individual responsibility that not 
all individuals are always willing to pay. [«] they often trust more and prefer to rely on centralized 
solXWions based on priYaWe and pXblic cXsWodian agenWs´ (ArrXxada, 2018, p. 24). 

Land Registry 

Taking the above-mentioned critical issues into consideration, it is possible to state that 
³cenWrali]aWion and monopol\ in regisWries are noW rooWed mainl\ in economies of scale bXW in the 
enhanced neutrality (not only concerning parties to the contract but also concerning strangers to it) 
reqXired Wo reach XniYersal legal effecWs´ (ArrXxada, 2018, p. 27). According Wo some scholars, Whis 
neutral role can be achieved by placing land registry records and public records of land ownership on 
the blockchain and thereby allowing the relevant stakeholders and agencies real-time access to 
ownership records (Kakavand and De Sevres, 2016, p. 18). Recognizing the technical and legal 
problems to be overtaken to reach a wide adoption, Graglia and Mellon (2018) regard the blockchain 
as a disruptive technology for land governance thanks to its ability to promote the formalization of 
property rights, registry modernization, and the collection and analysis of land-related data. This 
could be true especially for emerging markets, given ³the inadequacy of existing record-keeping 
systems, mistrust of corrupt and ineffective market regulators, and high penetration of information 
Wechnolog\ sXch as smarWphones´ (Yermack, 2018, p. 9). What these authors appear to forget is the 
facW WhaW ³Whe main problem of properW\ regisWries is noW archiYing informaWion bXW prodXcing reliable 
information, [«] purging them and making sure that transactions are not contradictory with 
pree[isWing properW\ righWs and do noW creaWe neZ collisions of claims´ (ArrXxada, 2018, p. 22). ³WiWh 
the exception of systems purely based on possession, contracting property requires at least one 
intermediary (a registry or court) between the world of mere claims (i.e., in personam rights) and the 
real Zorld of in rem righWs [«]  ZhaW is needed is a Whird-party enforcer representing the interests of 
all potential rightsholders and not only the interesWs of Whose in Whe chain of WiWle´ (ArrXxada, 2018, p. 
20). To reach this outcome, very high accuracy in the transposition and insertion of data is required. 
Blockchain registries do not become significant for land governance until after land rights have been 
formalized, which means addressing the primary challenge of emerging economies;  how to bring 
citizens and properties into the formal system (Graglia and Mellon, 2018, p. 26). Moreover, the 
blockchain will not resolve the tedious and time-consuming process of collecting, verifying and 
bringing data into the system in the first instance. 

Data accuracy 

Data serves as a necessary yet insufficient platform for providing information in economic, political, 
scientific, social and technical contexts (Allen et al., 2018, p. 2). One of the key promises of 
blockchain technology is to mitigate information problems, given the way it represents and manages 
data. The blockchain ensures equal access to transparent and trustworthy information (Savelyev et 
al., 2017, p. 119). A blockchain database is likely to contain at least two types of data. Firstly, it will 
store metadata related to transactions, namely both the addresses of the sender and recipient, and a 
timestamp. Secondly, it will store data on the object of a transaction (Bacon et al., 2017). However, 
even if the technology works flawlessly, fundamental problems include human fallibility and 



corruption when creating the underlying records, and enforcing consequences (Sulkowski, 
forthcoming 2018, p. 2).  

Moreover, distributed ledger technologies do not make inaccurate data accurate (Zetzsche et al., 2017, 
p. 13). The truth of any data appearing on a blockchain ledger is limited by the quality or truth of the 
daWa inpXW on Whe ledger (Walch, 2017); GIGO (µgarbage in, garbage oXW¶) applies Wo eYer\ blockchain 
that uses non-native digital assets and/or external data inputs (Hileman  and Rauchs, 2017). The ³]ero 
sWaWe problem´ is a major issXe for Blockchain-based provenance records for physical objects that 
predate the blockchain (Lapointe and Fishbane, 2019). Blockchain cannot assess whether a given 
inpXW from Whe µoXWside Zorld¶ is accXraWe/WrXe or noW. ³If µoff-chain¶ asseWs or daWa soXrces are digiWall\ 
represented on the blockchain, a trusted third party is required to verify and guarantee the accuracy 
of Whe inpXW Zhen inserWing iW inWo a blockchain´ (Hileman and Rauchs, 2017, p. 18). For example, 
smart contracts need external data to run self-executing programs. This role is played by the so-called 
oracles, which serve as ³WrXsWed´ Whird parWies that retrieve off-chain information to push it into the 
blockchain. Oracles can be software, hardware or human intermediaries48 who verify the 
trustworthiness of data from the physical world (Waelbroeck, 2018, p. 3). These entities are crucial 
for the successful integration of smart contracts within the real world, but they also create more 
complexity and vulnerability, since authentication, security, and trust in oracles must be provided by 
a third party that may be neither transparent nor trustworthy. In fact, the introduction of oracles may 
cause the introduction of a single point of failure as well as the possibility for people to interact with 
each other on a trustless basis. This paradox has been popularly described as Whe ³oracle problem´ 
(Egbert, 2017).  

Privacy  

The need for third parties could prove particularly risky concerning privacy, which (in information) 
can be defined as a righW Wo e[ercise some form of conWrol oYer informaWion aboXW one¶s self.49 ³If a 
user uploads sensitive or private information, policymakers who attempt to enforce or encourage 
priYac\ ma\ find no Za\ of amelioraWing Whe damage´ (Gabison, 2016, p. 331), e.g., a pXblic 
blockchain could complicate the implementation of the right-to-be-forgotten50.  

Currently, data protection law raises further complex questions in four interrelated areas: (i) 
identifying data controllers and processors ± e.g., is each node that holds a copy of the distributed 
ledger a controller in respect of all personal data in the ledger?; (ii) controller and processor 
relationships ± e.g., how can controllers give instructions to processors regarding the processing of 
personal data when the parties may not even know who they are dealing with?; (iii) international data 
transfers ± e.g., given that a node or user may be anywhere on the planet, must it be assumed that any 
personal data in a distributed ledger might be transferred worldwide?; (iv) data minimization and data 
subject rights ± e.g., what occurs if a data subject wishes to exercise an individual right, for example 

 
48 In Whe case of ³hXman oracles´, a Whree sWep of comple[iW\ exists; the simplest version is a trusted user; the second level 
is to use a trusted data feed; the most sophisticated form is a consensus oracle; a group of users serve as oracles and the 
software extracts whatever value they have agreed upon (Grimmelmann, 2019). 
49 ³PriYac\ is a broad concepW and iWs normaWiYe conWenW ma\ Yar\ from one coXnWr\ Wo anoWher.´ On Whis poinW, see: Scassa, 
T. (2018) ³PXblic drafW: Open DaWa and PriYac\´ In Whe SWaWe of Open Data edited by Tim Davies, Stephen Walker, Mor 
Rubinstein, and Fernando Perini (forthcoming in 2019). http://stateofopendata.od4d.net ± consulted on April 13, 2019. 
50 Cross-cutting privacy issues in blockchains need to be addressed, e.g., with the recent entry into force of the European 
General DaWa ProWecWion RegXlaWion (µGDPR¶) (Hacker eW al., 2019). 



the correcWion or erasXre of daWa, if Whe releYanW daWa are sWored in an µimmXWable¶ blockchain? 
(Millard, 2018, p. 845).  

In tackling the issue underlined by Millard, most of the decentralized platforms promote user privacy 
by focusing on at least one of the following two paradigms: data confidentiality and data sovereignty 
(De Filippi, 2016). In a blockchain world, there are two significant possibilities for how data is 
propagated across the network: global diffusion or multichannel diffusion. Choosing between the two 
has a profound impact on the topology of the network. ³In Whe global daWa diffXsion model, daWa is 
shared among all participants in a single, vast network. In the multichannel data diffusion model, 
Where are generall\ mXlWiple µsXb-ledgers¶, µ(sXb-)channels¶ or µsegregaWed ledgers¶ WhaW WogeWher form 
a neWZork of neWZorks´ (Hileman and Rauchs, 2017, p. 53). As recognized above, the nature of the 
blockchain as censorship-resistant generally complicates the deletion of information in these systems 
in contrast to a centralized system (Gabison, 2016). Moreover, responsibility for data privacy shifts 
from the operator to the individual user (De Filippi, 2016). Individual risks could increase in relation 
to the possibility of extending and enforcing individual property rights in new domains, such as the 
ownership of private data (Ishmaev, 2017). As suggested by Arruñada (2018, p. 17), the comparative 
advantage of blockchain applications would be enhanced if it can fulfill its promise to enable 
individual users to own and keep full control of their historical records of transactional data, which 
are now in the hands of third-party centralized data silos.   

 

5. Final remarks  
 

A common limitation of previous work on blockchain technology is its limited mono-disciplinary 
approach or its focus on specific cryptocurrencies that only constitute a single purpose instantiation 
of a blockchain system (Glaser, 2017, p. 1544). There is great potential for multidisciplinary research 
since this technology integrates many fields of studies, and also due to the need for clarity. The 
vocabulary currently used in the space of blockchain technology is notoriously confusing (Walch, 
2017). As stressed by Akgiray (2019), the establishment of global standards is needed in three critical 
areas, such as 1) terminology; 2) architecture; 3) governance. Without these standards the process of 
adoption may lead to uncertainty that could result in a lasting and clear gap between the potential and 
actual achievements of this technology.  

Gans (2019) affirms that blockchains can be considered trustless technologies because of their 
potential ability to work independently of social mechanisms for trust; however, according to 
Hawlitschek et al. (2018, p. 59), ³blockchain technology in and by itself is not able to provide an 
environment that renders trust bXilding oXWside Whe closed blockchain ecos\sWem obsoleWe´. With 
regards to more complex social relationships involving the sharing of resources and assets, blockchain 
technology alone does not suffice in enabling people to develop trusted interactions (Pazaitis et al., 
2017, p. 17). Blockchain and other institutional and physical technologies supporting impersonal 
exchange simply replace trust between counterparties with all parWies¶ trust instead pointed towards 
a third-party intermediary (Arruñada, 2018, p. 32), namely the blockchain and its technological 
features. As previously shown, the blockchain is neither invulnerable (e.g., 51% attack) nor 
immutable (e.g., soft or hard fork). Abadi and Brunnermeier (2018) proclaimed a blockchain trilemma 
since no ledger in their analysis can simultaneously satisfy all three ideal qualities (1. correctness, 2. 
decentralization, and 3. cost-efficiency) of any record-keeping system. 



Moreover, Akgiray (2019) identifies several shortcomings and weaknesses of the blockchain that 
must be addressed: 1. scalability; 2. data and user privacy; 3. governance. Gomez et al. (2019) 
lengthen the list to: 4. jurisdiction ± the nodes responsible for the main functionalities of the system 
are usually spread around the world; 5. encryption ± e.g., anyone with the encryption key is able to 
read the encrypted data should the key be stolen or made public; if the encryption key is lost, it can 
never be returned to the user; 6. service level agreements and performance ± most blockchain 
implementations are highly dependent on node and communication availability. 

The extent of these shortcomings is such that it will first be necessary to find solutions capable of 
better outcomes than those provided by the current institutions before imagining a large-scale 
application that can positively affect the ³evolution´ of instruments such as the contract or institutions 
as property. 

The universal nature of property rights needs a system that does not coincide with the current state of 
Whe arW of blockchain Wechnolog\ implemenWaWions. ³The blockchain Xsers are more like obserYing 
spectators than rightsholders [«] Zhile in rem righWs reqXire all rightsholders to grant their consent, 
not only those listed in a paper-based chain of title deeds or in Whe blockchain´ (ArrXxada, 2018, p. 
20). Privacy and data issues persist, especially in the case of public blockchains. Though 
pseudonymity may not constitute total anonymity, in many practical implementations systems will 
have to be developed in compliance with the relevant regulations in place, otherwise it will prove 
challenging to imagine the implementation of such technology for public services. However, is there 
still space for functioning of any public sector and services in an entirely decentralized society? Have 
they exhausted their role, or will they still persist?    

Potts (2019) suggests that many aspects of government function may be integrated into blockchain 
technology wherever the underlying function is based on recordkeeping. In any case, the technology 
itself does not solve the problem of how data are uploaded in the ledger; ³GIGO´ may apply (Zetzsche 
et al., 2017; Walch, 2017; Hileman and Rauchs, 2017). Concerning industries and business, smart 
contracts may work for certain operations, yet Whe ³oracle problem´ persisWs. The introduction of a 
third external party into the blockchain environment that may not be trustworthy raises crucial issues 
regarding the security, privacy, and reliability of data. This last issue is particularly sensitive 
considering the integration between blockchain systems and existing institutions [e.g., land registries 
(Graglia and Mellon, 2018)]. The possibility that this process of ³osmosis´ will be achieved at no 
cost is claimed by many which believe that blockchain technology represents the coming of a 
³decentralized autonomous society´ (DAS). However, there has been little investigation as to how 
the DAS might actually function (Garrod, 2016, p. 62). In a world in which code is the law, social 
sciences and cyber sciences are at a crossroads where society and technology are integrating to create 
a mixed socio-technological or techno-social reality (Koletsi, 2019); a new societal configuration 
could result in Whe consWiWXWion of neZ forms of social and poliWical eliWes. ³We are in a phase of hXman 
development where the power to develop codes and select algorithms has ± and it will increasingly 
have ± major implications in contemporary society: this power entails the assertion of authority, and 
it constitutes politics pursued by other means (Latour 1988, p.229; Musiani, 2013), calling into 
qXesWion Whe egaliWarian naWXre of Wechnolog\ and neWZorks´ (AW]ori, 2015, p. 27). This scenario 
naturally recalls the reasons identified behind the birth and raison d'être of the state and central 
institutions in general; mitigating the particular interest into the general interest in light of the 
principles and rules that the community gave itself. Politics is about a question of compromise. An 



opt-in or exit-based political system essentially eliminates the notion of politics because it removes 
the need for compromise (De Filippi, 2018). Accordingly, blockchain technology represents an 
alternative vision of the economic system that envisages a shift toward a decentralized international 
order in which politics may be completely absent (Hacker et al., 2019). People with different values 
or opinions would no longer need to argue and deliberate in order to reach a consensus because if 
they are in disagreement, they can leave (De Filippi, 2018). 

Blockchain technology can be an instrument, but not an end in itself. ³Radical Wechnological 
innoYaWions shoXld noW be considered a panacea Wo hXmaniW\¶s problems bXW as social Wechnologies 
leading to new organizational paradigms that transform the thought and action of societies, providing, 
at the same time, new structures of distributed and decentralized power, re-shaping social relations 
and hXmaniW\¶s XndersWanding of social realiW\´ (KoleWsi, 2019, p. 30). The rules by which different 
blockchains will be developed and implemented will have to comply with regulatory provisions for 
large-scale adoption that take general interest into account; ³blockchain technology could create ± 
simultaneously ± a utopian society characterized by greater individual freedom and autonomy, and a 
dystopian society driven by market-based incentives and self-dealing´ (De Filippi, 2018). 

The history of Internet regulation has taught us that borders, governments, and authority will 
inexorably advance wherever legal intervention points exist (Rodrigues, 2018). Moreover, it is 
difficult to imagine the blockchain replacing government when external security or the monopoly on 
violence are considered (Potts, 2019). Is this a goodbye to the crypto-anarchist dream? 

We believe that there is enough space to declare that the majority of centralized institutions will still 
play a role. AfWer all, as AW]ori (2015, p. 22) remarks, ³Ze mXsW noW forgeW WhaW empaWh\ and 
conscience are irreplaceable components of any social and political interaction, and information 
efficiency and automation are not the ultimate purposes of hXman commXniWies.´ 

 

6. Future research  
 

The present survey highlighted certain theoretical and practical issues that must be addressed to 
ensure a societal benefit in the case of blockchain implementation on a global scale.  

The adoption of the blockchain technology should be tested on several levels (micro and macro) based 
on its predicted impact and consequences. As stated in the case of regulatory systems, the analysis 
should be carried out taking the single implementation into consideration that would be adopted in 
every field of application. No normative implications can be derived from a phenomenon that is not 
properly understood (Reijers and Coeckelbergh, 2016). On the subject of trust, for example, the shift 
from individual and central institutions to technology, networks, and platforms may have implications 
outside the blockchain environment, reshaping the way in which societies work.  

Case-studies of single applications are currently being developed (e.g., Davidson et al., 2018), but 
more needs to be done in light of the concerns over alleged disruption concerning the increased use 
of blockchain technology. More single and multiple case studies will be needed to frame the 
landscape of the possible applications and assess the gap between the alleged promises and what 
actually can be achieved. The analysis must be developed in several layers: on the one hand 
institutions, their roles, possible developments and evolution, taking the potential integration with the 



blockchain environment into consideration and the subsidization of those services that could be more 
efficiently managed in a decentralized manner; on the other hand, an analysis should be carried out 
on the social and individual consequences of these processes of integration.  

Therefore, we suggest testing individual behavior of participants of the network at the micro-level in 
order to understand the effects of the adoption of this technology on trust, cooperation, and 
relationality. Another layer of analysis could be added by undertaking research on relational dynamics 
and cooperation within and between networks when convergent interests arise in a ³WrXsWless´ 
environment. In recalling Castells (2009), Koletsi (2019, p. 27) poinWs oXW WhaW ³WradiWional´ neWZorks 
may have three different layers of power: i) networking power ± the access or denial to the flow of 
information is controlled by authorized gatekeepers; ii) networked power ± specific nodes of a 
network exercise their power upon other nodes; iii) network-making power ± the organizational 
dimensions of a network are based upon the allocation of power to the different subparts of the 
network. It is certainly plausible to see this picture represented in the case of private or consortium 
blockchains, while public blockchains should be resilient to this process. This two-level 
implementation can be a good experimental source to gain a greater insight into the possible 
functioning of a ³sWaWeless socieW\´ or ³distributed autonomous societies´. 

Lastly, we would like to refer to a statement by De Filippi (2018, p.6); ³Virtual communities rely on 
voluntary association; they might remove the need for compromises within a single community. Yet 
they will not eliminate the need for compromise between multiple communities.´ As highlighted by 
Reijers et al. (2016), blockchain design may lack any conception of common interest and common 
good that goes beyond facilitating autonomous individuals contracting between themselves. The 
possibility of creating a distinguished (and conflicting?) network that operates on the basis of different 
interests calls the issue of power relations directly into question, as investigated by Koletsi (2019). 
The problem of converging particular interests into the general interest still persists, as do public 
institutions. 

In conclusion, we believe in the possibility that the blockchain could have a significant impact in the 
future. The quality of this impact will largely depend on our ability to adequately investigate and 
address the challenges ahead and provide solutions in line with the view and goals established by a 
sustainable, fair and inclusive society.  
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